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On February 16, 2017, New York Governor Andrew Cuomo announced the final Cybersecurity 
Requirements for Financial Services Companies (the Final Rules). Promulgated by the New York 
Department of Financial Services (NYDFS), the Final Rules are primed to be the most  
sweeping cybersecurity regulations in the United States. This first-of-a-kind effort is aimed at 
protecting consumers’ personal data and companies’ sensitive information, and represents  
New York’s commitment to ensuring that its financial institutions are protected from unforeseen 
technological threats and safeguarded against cyber criminals. 

Largely unchanged from a draft released by the NYDFS on December 28, 2016, the Final Rules  
took effect on March 1, 2017. Institutions designated as “Covered Entities” have 180 days (until  
August 28, 2017), to conform to the requirements of the Final Rules, with a few deadline exceptions:

   By March 1, 2018, Covered Entities must comply with the chief information security officer 
(CISO) reporting obligations − the requirement to conduct periodic risk and vulnerability 
assessments, implement multifactor authentication and provide cybersecurity awareness 
training.

   By September 1, 2018, Covered Entities must maintain audit trail systems, encrypt  
nonpublic information, and implement written procedures for application security and  
 the secure disposal of Nonpublic Information.

   By March 1, 2019, Covered Entities must comply with the requirement to implement written 
policies and procedures regarding the security of systems and information accessible to or 
held by Third-Party Service Providers. 

Further details regarding the rules can be found in the table that follows. The text of the  
Final Rules can be found in the New York Codes, Rules and Regulations at 23 NYCRR 500. 
http://www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf
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Who is Covered by the Final Rule?

COVERED  

ENTITIES

Banks

Insurance Companies

Financial Institutions

Any Person operating under or required to operate under a 

license, registration, charter, certificate, permit, accreditation or 

similar authorization under the Banking Law, the Insurance Law 

or the Financial Services Law. 

EXEMPT

(Must file a Notice 

of Exemption in 

a form set forth 

in Appendix B 

of the Final Rule 

within 30 days of 

determining that 

its Covered Entity 

is exempt.)

Small Covered Entities

Fewer than 10 employees (including independent contractors) 

of the Covered Entity located in New York or responsible for 

business of the Covered Entity;  

Less than $5 mil. in gross annual revenue in each of the last  

3 fiscal years from New York business operations of the  

Covered Entity; or

Less than $10 mil. in year-end total assets, calculated in  

accordance with generally accepted accounting principles, 

including assets of all Affiliates. 

Designees Covered by 

Other Covered Entities

If a Covered Entity’s Cybersecurity program covers an employee, 

agent, representative or designee, then that other person or 

entity does not need to satisfy the requirements of the Rule.

Covered Entities with 

No Access to Nonpublic 

Information

A Covered Entity that does not directly or indirectly operate, 

maintain, utilize or control any Information Systems,  

and that does not, and is not required to, directly or indirectly 

control, own, access, generate, receive or possess Nonpublic 

Information.

Captive Insurance  

Companies

Includes pure captive insurance companies and industrial in-

sured group captive insurance companies, as licensed under  

Article 70 of the Insurance Law) which do not and are not 

required directly or indirectly to control, own, access, generate, 

receive or possess Nonpublic Information other than information 

relating to its corporate parent company (or affiliates).

But, even exempt 

entities must:

1. Conduct a risk assessment;

2. Implement written policies and procedures to secure Nonpublic Information that is  

accessible or held by third parties; and

3. Establish policies and procedures for the secure disposal of Nonpublic Information that  

is no longer necessary for business operations. 
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What is Nonpublic Information? 

1. Business related information of the Covered Entity that, if disclosed, accessed or used on an unauthorized basis, 

would cause a material adverse impact;

2. Information that a Covered Entity obtains about an individual in connection with providing a financial product or 

service to that individual;

3. Health-related information about an individual; or

4. Information that could be used to distinguish or trace an individuals’ identity. 

Risk Identification

Continuously Monitor 

Systems

Detect on an ongoing basis changes in information systems that may create or  

indicate vulnerabilities. 

OR:

Annual Penetration 

Testing
Focus on relevant risks identified in the Risk Assessment.

AND:

Quarterly Vulnerability 

Assessments
Include systematic scans or reviews of information systems. 

BUT ALWAYS:

Annual Risk Assessments

(Or Periodically In Re-

sponse to New Cyber 

Threats)

Must be in writing and follow procedures that include the following criteria:

 Evaluating and categorizing of identified Cybersecurity risks;

  Assessing the confidentiality, integrity, security and availability of the Covered Entity’s  

information systems and Nonpublic Information and adequacy of current controls; and 

 Requirements describing how identified risks will be mitigated or accepted.
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Information Governance

Chief Information  

Security Officer  

(CISO)

CISO must report in writing annually to the Board of Directors about the confidentiality, 

integrity and security of the Covered Entity’s Nonpublic Information and systems,  

Cybersecurity policies and procedures, the overall effectiveness of its Cybersecurity  

program and material Cybersecurity risks, and material Cybersecurity events during the 

time period addressed by the report.

**CISO may be outsourced to a third-party subject to certain conditions in the Rule. 

Written Cybersecurity 

Policy

Must be approved by Board of Directors annually and set forth the Covered Entity’s policies 

and procedures for the protection of its information systems and Non-public information 

stored on those systems covering 14 topics (i.e. data governance and classification,  

customer data privacy, business continuity). 

Bi-Annual Reporting 

Status of Cybersecurity 

Program to the Board  

of Directors

Cybersecurity program must be based on the Risk Assessment and  do the following:

1. Identify risk that may threaten the security or integrity of the Covered Entity’s  

Nonpublic information;

2. Protect the Covered Entity’s systems from unauthorized access, use, or other  

malicious acts through the use of defensive infrastructure and the implementation  

of policies and procedures;

3. Detect, respond to and recover from security events to mitigate any negative effects 

and restore normal operations and services;

4. Fulfill regulatory reporting obligations; and

5. Maintain documentation of the program to be available to NYDFS upon request.

Cybersecurity  

Awareness Training 

Must use qualified Cybersecurity personnel to perform the core program functions  

described above, provide those personnel with updates and training, and verify that  

“key personnel” (undefined) take steps to maintain current knowledge of changing  

threats and countermeasures.
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Risk Mitigation

Transaction &  

Server Logs

Must be designed to reconstruct material financial transactions sufficient to support normal  

operations and obligations of the Covered Entity and to detect and respond to security events 

that have a reasonable likelihood of harming normal operations.   

Transaction records must be kept for at least 5 years; other logs must be kept for at least 3 years.

Limit Users’ Access to 

Information Systems 

Periodically review privileges of users or employees to access non-public information 

based on job responsibility.

Application Security 

Control 

Maintain written procedures designed to ensure the secure development practices for 

applications developed in-house and externally. CISO should periodically review and 

assess procedures and guidelines as necessary.

Third-Party Service 

Providers

Implement written procedure to ensure the security of information systems and  

Nonpublic Information that is accessible to third party service providers and vendors. 

Procedures should be based upon the risk assessment and cover minimum security  

practices for vendors, due diligence and periodic risk-prioritized vendor assessments. 

Multi-Factor  

Authentication

Unless CISO has given written approval for use of reasonably equivalent or more secure 

access controls, this requirement is mandatory for individuals accessing (i) internal  

systems from an external network (remote access) or (ii) database servers that allow 

access to nonpublic information. 

Secure Destruction  

of Data

Adopt procedures for the secure disposal of any Nonpublic Information that is no longer 

necessary for business operations, unless information is required to be retained by law 

or regulation, or is maintained in a way that it is not reasonably feasible to dispose of the 

Nonpublic Information without also disposing of other information.

Encryption of Nonpublic 

Information In Transit & 

At Rest

Implement controls, including encryption or compensating controls to protect Nonpublic 

Information held or transmitted by the Covered Entity both in transit over external 

networks and at rest.  If the Covered Entity does not choose encryption, the CISO must 

review annually the feasibility of encryption and effectiveness of the compensating controls.

Information “in transit” refers to databeing transferred from one system to another 

through the Internet. Information “at rest” generally refers to data that is held on a single 

system (i.e. hard drive or in memory). 

Incident Response Plan 

for Responding to  

Cybersecurity Events 

Must establish a written plan for responding to any security event that materially affects 

the Covered Entity’s confidentiality, integrity or availability of information systems or the 

continuing functionality of any aspect of its business or operations.  

Must define internal processes and the goal of the plan, as well as clearly define the 

roles, responsibilities and levels of decision-making authority when incidents do occur.
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Reporting to Regulators

Notice to Regulator 

Upon Cybersecurity 

Event

Must notify the NYDFS Superintendent within 72 hours of determining that a security 

event has occurred and has a reasonable likelihood of materially harming the normal oper-

ations of the Covered Entity, affects its Nonpublic information, identifies any material risk 

of imminent harm to the Cybersecurity program, or that simply requires notice to any other 

government body, self-regulatory agency, or any supervisory body.

Annual Certification  

of Compliance by  

Board of Directors / 

Senior Officers 

Before February 15 of each year, the designated person must file a form certification with 

NYDFS certifying that the Covered Entity’s Cybersecurity program was in compliance with 

Final Rule as of a specific date.  

Documentation supporting the annual certification must be retained at least 5 years, as well 

as any documentation of planned or ongoing remediation efforts. All this information must 

be available upon request to NYDFS.
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