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Cybersecurity Breach Response
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Hypothetical Cyber Attack

• Netwalker ransomware attack

• All files encrypted

• Ransom note 

• Threat of publication of data

• Systems taken offline

• Business completely shut down

• No phone, emails, access to business or customer files
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Containment

• DO
• Contact IT

• Take systems offline

• Preserve encrypted images, artifacts

• Call cyber insurer

• Engage privacy counsel

• Engage cybersecurity specialist

• DON’T
• Panic

• Wipe systems clean

• Make assumptions

• Issue premature statements to clients 
or press

• Engage with threat actor

© 2021 Wilson Elser. All rights reserved.

Restoration &
Business Resumption

• Identify impacted systems

• Check available backups

• Preserve forensic artifacts before restoring

• Ensure systems are clean 

• Document restoration efforts 

• Document restoration costs
• Rebuilding or replacing servers

• Data recovery

• IT vendor invoices

© 2021 Wilson Elser. All rights reserved.

Ransom Negotiations

• Backups encrypted

• Publication of data

• Reputational harm

• Business interruption

• Insurance coverage

• OFAC Advisory

• Bitcoin wallet

• Experienced negotiators
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Crisis Communications

• Identify who needs to know

• Timing of communications

• Keep it simple

• Keep it factual

• Don’t overshare

• Work with legal 

• Update as needed

• Coverage for crisis communications 
firm

© 2021 Wilson Elser. All rights reserved.

Law Enforcement

• File FBI report

• Work with counsel

• Criminal investigation

• May delay public disclosure

• Can reassure clients

• Mitigating OFAC factor if ransom paid 

• FBI has inside track on various threat 
groups
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Forensics Investigation

• Hire specialized cybersecurity firm

• Investigation performed at the 
direction of counsel

• Do not use IT vendor

• Nature and scope of attack

• Attack vector

• Access and exfiltration of data

• Forensics report

© 2021 Wilson Elser. All rights reserved.
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Notice Under Data Privacy Laws

• State & federal privacy laws

• International privacy laws

• Breach of PII

• Notice to affected individuals

• Notice to regulators

• Credit monitoring

© 2021 Wilson Elser. All rights reserved.

Attorney General Investigations
Arising From Cyber Attacks

State Attorneys General (“SAG”)

• Primary regulator is the U. S. Department of Health and Human Services, Office of Civil Rights (“HHS-OCR”).
HHS-OCR developed HIPAA Enforcement Training to help State Attorneys General and their staff to enforce
the HIPAA Privacy and Security Rules.

• The Health Information Technology for Clinical and Economic Health (HITECH) Act, part of the American
Recovery and Reinvestment Act of 2009, authorizes State Attorneys General to bring civil actions on behalf
of state residents for violations of the HIPAA Privacy and Security Rules.

• State Attorneys General can obtain damages on behalf of state residents or to enjoin violations of the HIPAA
Privacy and Security Rules.

© 2021 Wilson Elser. All rights reserved.

Scope of SAG Investigations

The HIPAA Privacy Rule

Reasonably safeguard PHI from intentional and unintentional use or disclosure.

45 CFR Part 160 and Subparts A and E of Part 164.

“The HIPAA Privacy Rule establishes national standards to protect individuals’ medical 
records and other personal health information and applies to health plans, health care 
clearinghouses, and those health care providers that conduct certain health care 
transactions electronically. The Rule requires appropriate safeguards to protect the 
privacy of personal health information, and sets limits and conditions on the uses and 
disclosures that may be made of such information without patient authorization. The 
Rule also gives patients rights over their health information, including rights to 
examine and obtain a copy of their health records, and to request corrections.”

hhs.gov/hipaa/for-professionals/privacy/index.html

© 2021 Wilson Elser. All rights reserved.
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Scope of SAG Investigations

The HIPAA Security Rule

Protect ePHI by using appropriate administrative, physical, and technical safeguards.

45 CFR Part 160 and Subparts A and C of Part 164.

“The HIPAA Security Rule establishes national standards to protect individuals’ electronic 
personal health information that is created, received, used, or maintained by a covered entity. 
The Security Rule requires appropriate administrative, physical and technical safeguards to 
ensure the confidentiality, integrity, and security of electronic protected health information.”

hhs.gov/hipaa/for-professionals/security/index.html

© 2021 Wilson Elser. All rights reserved.

SAG Investigations: 
Informal versus Formal

• Informal investigations: SAG initiated with requests for information.

• Formal investigations: SAG initiated with administrative actions and issuance of subpoenas & 
demands for statements under oath.

• Enforcement actions:  SAG coordinate with state prosecutors to initiate litigation to prosecute 
violations of HIPAA and state consumer protection laws.

State enforcement actions for HIPAA violations on the rise: recent trends show significant increases 
in SAG HIPAA-related settlements. 

© 2021 Wilson Elser. All rights reserved.

Initial Request for Information

What is SAG Seeking?

SAGs are seeking proof that the covered entity complied with HIPAA’s Privacy and Security 
Rules - focus is on the breach and the covered entities’ conduct contributing to the breach.

• Ensure the confidentiality, integrity, and availability of all ePHI created, received, 
maintained or transmitted;

• Identify and protect against reasonably anticipated threats to the security or 
integrity of the information;

• Protect against reasonably anticipated, impermissible uses or disclosures; and

• Ensure compliance by their workforce.

© 2021 Wilson Elser. All rights reserved.
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Scope of SAG Investigations

Details of the incident

• Facts and circumstances surrounding the discovery of the 
incident.

• Duration of unauthorized access (number of times of 
unauthorized access and timeframe).

• Root cause of the unauthorized access (forensic analysis).

• Reporting and documentation of the incident.
© 2021 Wilson Elser. All rights reserved.

Scope of SAG Investigations

Response to the incident

• What was the covered entity’s immediate response?

• What corrective actions were taken?

• When was the last pre-incident risk assessment and did the 
covered entity have a risk management plan in place?

• Is the covered entity conducting annual risk assessments?

© 2021 Wilson Elser. All rights reserved.

Scope of SAG Investigations

Cybersecurity policies & procedures

• What HIPAA Privacy and Security policies & procedures were in 
place prior to the incident?

• How often were these policies & procedures reviewed and 
updated? 

• Were policies & procedures updated after the incident?

© 2021 Wilson Elser. All rights reserved.
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Subpoena & 
Demand for Statements Under Oath

Administrative Actions

• Administrative actions are legal proceedings to further SAG investigations into 
violations of HIPAA violations and state consumer protection laws.

• Formalizes responses previously provided during the information 
investigation.

• Subpoenas requires the production of documents pursuant to stringent 
production protocols.

• Demands for statements under oath require sworn verifications.

© 2021 Wilson Elser. All rights reserved.

Consent Decree

• Formal settlement agreement with the SAG

• Includes stipulation of facts with the Covered Entity

• Admission of violations of HIPAA and/or state 
consumer protection laws

• Typically includes corrective actions and/or fines and 
penalties

© 2021 Wilson Elser. All rights reserved.

Fines and Penalties

• For each violation, a covered entity is liable for a civil monetary penalty based on the act or 
omission of any agent, including a workforce member or business associate, acting within the 
scope of the agency. 45 C.F.R. § 160.402(c)(1). 

• Per violation civil penalties during a calendar for all violations of an identical requirement or 
prohibition:

• $100 with a maximum of $25,000 where the entity did not know of the violation, and 
would not have known for the violation by exercising reasonable diligence.

• $1000 with a maximum of $100,000 when due to reasonable cause, and not willful 
neglect;

• $10,000 with a maximum of $250,000 when due to willful neglect and corrected within (3) 
days of when the covered entity knew or should have known of the violation; and

• $50,000 with a maximum of $1,500,000 when due to willful neglect, not corrected within 
thirty (30) days of when the covered entity knew or should have known of the violation.

See 45 CFR 160.404; 42 USCS § 1320d-5.
© 2021 Wilson Elser. All rights reserved.
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Data Breach Class Actions

What it is: 

A civil action filed by named plaintiff(s) alleging their information was 
exposed in a data breach, who also sue on behalf of a proposed class of 
others who also had their information exposed as a result of the 
responsible parties sued. If a class is certified and approved, the action 
provides binding relief for all class members, except those who exclude 
themselves, and a release to the parties against whom the class is 
certified.

© 2021 Wilson Elser. All rights reserved.

Data Breach Class Actions

When are they filed:

• Routinely filed in state and federal courts after a data breach – often 
negligence, breach of contract, misrepresentation are included in the 
causes of action.

• Typically involve “cookie cutter” allegations with no evidence directly 
linking plaintiff’s allegations of harm and the specific data breach at issue.

• Often named plaintiffs allege no current harm to their information, no 
actual breach, theft or misuse. 

© 2021 Wilson Elser. All rights reserved.

Rule 23 Class Elements

Rule 23 governs class actions. Rule 23(a) requirements

• Numerosity – Class so numerous joinder impracticable

• Commonality – Common questions of law or fact

• Typicality – Class representative’s claims or defenses typical of class

• Adequacy of representation – Class representative and counsel can fairly 
and adequately protect interests of class© 2021 Wilson Elser. All rights reserved.
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Rule 23 Class Elements

Must satisfy Rule 23(a) and 1 of Rule 23(b) requirements

• Decision for one member’s claim dispositive of others - prosecuting separate actions 
would create certain risks, such as a limited fund;

• Injunctive/equitable relief - opponent of class acted or refused to act on grounds 
generally applying to class; or

• Money damages - questions or law or fact common to class predominate over 
adjudication of individual claims. Data breach class actions typically involve monetary 
relief.

© 2021 Wilson Elser. All rights reserved.

Defeating Class Certification

• Unless and until a class is certified, the claims are individual and must 
be treated on that basis 

• Best Prospects to Defeat Class Certification
• Viability of named plaintiffs’ claims – only claim of possible future harm to 

their information 

• Typicality – are claims same as those of class 

• Predominance of individual issues as to claims or defenses – causation and 
damages are overarching class hurdles in data breach class actions

© 2021 Wilson Elser. All rights reserved.

Class Action Defense Checklist

 Jurisdictional and judge-specific research

 Type of breach and data at issue  

 Removal (CAFA/Federal/Diversity)

 Consolidation/MDL

 Motion to Dismiss – 12(b)(1), 12(b)(6) or Compel 
Arbitration

 Motion to Stay/Limit Discovery Relating to Motion to 
Dismiss

 Retain Experts and Daubert Challenges to Plaintiff’s 
Experts

 Summary Judgment Before Class Certification Motion

 Challenge Nationwide Classes

 Oppose Class Certification: Typicality, Predominance and 
Adequacy of Common Remedy

 Discovery from Absent Class Members

 Consideration of Individual Settlement or Early Class 
Settlement; Settlement Approval Analysis

© 2021 Wilson Elser. All rights reserved.
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Initial Defense Strategies

• Motion to dismiss for standing, class waiver, arbitration

• Motion to dismiss for failure to state a claim

Goals: 

• Test the strength of the plaintiff’s pleadings/legal theories 

• Dismiss named plaintiffs

• Pare down the claims

• Limit the size of the class

• Educate the Court what the case is going to be about

• Early case resolution consideration – individual or class-wide and entity/insurer 
interest and financial outlay

© 2021 Wilson Elser. All rights reserved.

Challenge Standing of Named Plaintiffs

• Representatives of a putative class must show an individual “injury in 
fact”

• Reality check: Everyone’s data has been exposed in data breaches – is 
there any evidence connecting plaintiffs’ claim to this data breach?

• Must have standing to bring each cause of action and relief as an 
individual claim

Spokeo Inc. v. Robins (2016): to satisfy Article III standing, plaintiff must allege some concrete harm, even 
if it is only a risk, rather than “a bare procedural violation”

© 2021 Wilson Elser. All rights reserved.

Challenge Standing of Named Plaintiffs

• Clapper v. Amnesty International (2013): plaintiff cannot manufacture 
standing merely by inflicting harm on themselves based on fears of 
hypothetical future harm that is not certainly impending

• Challenge standing based on threat of future identity theft
Tsao v. Captiva MVP Restaurant Partners, LLC (11th Cir. Feb. 2021): dismissing class action because data breach victims 
must show more than heightened risk of future identity theft or mitigation costs for potential harm to have standing

Circuit split: 2d, 3d, 4th, 8th and 11th Circuits – no standing decisions vs. 6th, 7th, 9th and D.C. Circuits

• Must show future harm to pursue injunctive relief
Lugones v. Pete & Gerry’s Organic, LLC (S.D.N.Y. 2020):  No standing where mere possible future injury alleged, 
dismissing injunctive relief request and “[b]ecause plaintiffs do not individually have standing to seek injunctive relief, 
they also lack standing to seek injunctive relief on behalf of the class”

© 2021 Wilson Elser. All rights reserved.
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“Death Knell” / Class Certified

• Denial of class certification is often the “death knell” of the litigation. 
Where certification is denied, the individual claim can usually be 
settled

McGlenn v. Driveline Retail Merchandising (C.D. Ill. Jan. 2021): denying class certification, finding issues of 
causation and injury require individual inquiry, insufficient evidence of compensable injury, and lack of 
clarity whether state law duty to protect from data breach existed 

• Where class certification is granted, the extent of exposure becomes 
exponentially larger

• Consider interlocutory appeal

• Pursue decertification strategy

© 2021 Wilson Elser. All rights reserved.

Class Action Settlement 
Considerations

• Consider when to pursue
• Inception of case, after motion to dismiss filed or decided, before, during or 

after discovery, prior to class certification motion filing or decision

• Consider jurisdiction and judge
• New York State Court – individual settlement requires notice

• 11th Circuit – disallowed incentive award to named plaintiffs

• Consider scope of settlement 
• Individual, if possible, or settlement class

© 2021 Wilson Elser. All rights reserved.

Class Action Settlement 
Considerations

• Use term sheet checklist for material terms

• Usually followed up with written settlement agreement, likely must 
be filed in court

• Structuring of settlement – Creation of fund or payment of claims as 
incurred

• Consider if associated matters like government investigations (e.g., 
HIPPA related breach)

© 2021 Wilson Elser. All rights reserved.
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Class Action Settlement 
Considerations

• Considerations of financial outlay
• Size of class

• Amount of money, insurance proceeds available 

• Provision of credit monitoring/fraud protection – scope, how long (e.g., 1 
year/2 years, bulk rate or individual purchases)

• Payment of claims – reimbursement/compensation for dealing with the 
breach, out of pocket expenses, purchase of credit monitoring, extraordinary 
expenses 

© 2021 Wilson Elser. All rights reserved.

Class Action Settlement 
Considerations

• Considerations of financial outlay
• Caps on payments – per class member, overall payment of claims with pro 

rata reduction of payments if cap reached

• Payments for claims administration, with understanding of allocations for 
notice costs – email or mail or combination

• Non-financial relief – agreed changes in data protection business practices, 
whether the changes are already implemented

• Other terms – scope of release, confidentiality, admission of liability

© 2021 Wilson Elser. All rights reserved.

Class Action Settlements

• For individual settlement, courts may still scrutinize

• For class settlements, understand timeline
• Term sheet/settlement agreement

• Preliminary approval filings, hearing and court approval

• Notice sent to class members

• Claims submitted, opt outs and objections

• Motions for fees by plaintiff’s counsel, incentive payments

• Final approval hearing and court approval

© 2021 Wilson Elser. All rights reserved.
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Class Action Settlements

• In order to receive approval from court
• Set procedures and schedules for notice to class

• Explain how to submit claims and objections

• CAFA notice requirements for officials, such as the U.S. Attorney General and 
equivalent for all states with class members

• Set deadlines for response and specify available remedies

• Identify opt-out rights

• After court approval, courts rarely alter the settlement terms

• Settled named plaintiff must have standing, and cy pres only settlements are uncertain –
Frank v. Gaos (March 2019)

© 2021 Wilson Elser. All rights reserved.

QUESTIONS AND DISCUSSIONS

Anjali C. Das (Partner, Chicago)
Anjali.Das@wilsonelser.com

David Ross (Partner, D.C.)
David.Ross@wilsonelser.com

Jennifer Stegmaier (Of Counsel, Chicago)

Jennifer.Stegmaier@wilsonelser.com
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Anjali Das is co-chair of Wilson Elser’s national Cybersecurity & Data Privacy practice and a
member of the Information Governance Leadership Committee and Insurance Coverage
practice team.

As co-chair of Wilson Elser's national Cybersecurity & Data Privacy practice team, Anjali is responsible for oversight

of cyber crisis management and incident response for clients that have been the victim of an actual or suspected

data breach. She manages a team of attorneys who provide 24/7 data breach response services for companies

across the United States and Canada across all industry sectors. Anjali routinely advises clients on their legal rights

and responsibilities under state, federal and international privacy laws, including noti�cation to individuals

a�ected by a breach and regulatory authorities. She also represents clients in connection with state and federal

government investigations and third-party claims that arise out of a cybersecurity incident.

Anjali also has more than 20 years of insurance industry experience. Prior to joining Wilson Elser, she served as in-

house claims counsel for a subsidiary of a large, publicly traded insurance company. Anjali has extensive

professional liability coverage and claims-handling experience across various product lines, including Directors

and O�cers, Employment Practices, Lawyers, Financial Institutions, Cyber, and other professional liability and

errors and omissions insurance policies. She has represented insurance companies in coverage litigation in state

and federal courts around the country, including high-pro�le cases involving big banks during the �nancial crisis

and the Mado� Ponzi scheme. Anjali also has drafted policy wording and endorsements for many insurance

carriers.

Driven by her passion for the interplay of law and business, Anjali earned a master’s degree in business

administration at one of the nation’s top business schools in 2001 while maintaining a full-time legal practice at

the �rm. Clients bene�t from her ability to view legal issues from a business perspective as well as her

understanding of how shareholder obligations impact the corporate decision-making process. Anjali’s focused

insurance and business background is further enhanced by her experience as in-house claims counsel for a

domestic insurance carrier.

Areas of Focus
CYBERSECURITY & DATA PRIVACY 
A co-chair of the �rm’s national Cybersecurity & Data Privacy practice, Anjali has credentials
that establish her reputation in the industry. She has earned Certi�ed Information Privacy
Professional/Canada (CIPP/C) and U.S. Certi�ed Information Privacy Professional (CIPP/US)
from the International Association of Privacy Professionals (IAPP). In addition, she received
her M.B.A. degree with a concentration in e-Commerce and Technology.

Data Breach Response 
Anjali is responsible for managing a national data breach hotline for one of the �rm’s large
institutional insurance clients. She and other practice team members provide 24/7 incident
response call support to companies in a wide range of industries, including health care, retail,
technology, insurance and professional services.
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Education

Certi�cations/Licenses

Northwestern University Kellogg
School of Management, M.B.A., 2001

Notre Dame Law School, J.D., 1993

University of Chicago, B.A., 1990

Certi�ed Information Privacy
Professional/Canada (CIPP/C) 
U.S. Certi�ed Information Privacy
Professional (CIPP/US) from the
International Association of Privacy
Professionals (IAPP). 

Anjali routinely advises clients on their legal obligations in connection with data security
incidents involving the actual or suspected disclosure of personally identi�able information
(PII) or protected health information (PHI), including:

Noti�cation to a�ected individuals under state and federal breach noti�cation
statutes, including HIPAA
Noti�cation and investigations by law enforcement and state and federal
regulators, including state attorneys general and HHS/OCR for HIPAA violations
Contractual noti�cation and indemni�cation obligations to third-party vendors,
contractors, covered entities and business associates, pursuant to contract,
including business associate agreements
Collaboration with forensics investigators to determine the scope and impact of
an actual or suspected data breach
Recommendations for remediation of a�ected individuals
Media notices and press releases.

Defense of Privacy Claims 
Anjali has defended third-party claims brought by individuals whose PII or PHI has been
compromised in a data security incident. She also has assisted clients in asserting claims
against third-party vendors and contractors liable for a data breach.

Cyber Risk Management 
Anjali regularly advises clients on cyber risk management and privacy best practices, including
privacy policies and procedures, incident response plans, EU General Data Protection
Regulation compliance, vendor contracts and cyber insurance.

Cyber Liability Insurance Coverage 
Anjali has more than 20 years of experience in the insurance industry, including serving as in-
house claims counsel for a domestic insurance subsidiary of a publicly traded company. Anjali
has signi�cant experience drafting cyber insurance policy language, endorsements and
underwriting guidelines for domestic insurance companies and Lloyd’s syndicates. She has
served as coverage and monitoring counsel to insurance carriers in connection with �rst-
party and third-party claims under cyber insurance policies, including �rst-party business
interruption claims and third-party privacy claims.

DIRECTORS & OFFICERS LIABILITY  
Anjali has successfully mediated, arbitrated and litigated D&O and other insurance coverage
disputes in state and federal courts nationwide. Anjali regularly represents D&O insurers as
coverage and monitoring counsel in complex shareholder class actions against public
companies and their directors and o�cers for violations of federal securities laws;
shareholder derivative suits against directors and o�cers for breach of �duciary duty and
mismanagement in the context of mergers and acquisitions and other business transactions;
and ERISA stock drop lawsuits. These matters speci�cally have involved late trading, market
timing, stock options backdating, contingent commissions, Foreign Corrupt Practices Act,
China reverse merger companies, the Bernard L. Mado� international Ponzi scheme and the
mortgage subprime crisis. She also has counseled clients in connection with lawsuits brought
by the government and regulators, including the U.S. Securities and Exchange Commission,
Department of Justice and Federal Deposit Insurance Corporation. Anjali’s representation in
such matters has resulted in tens of millions of dollars in savings for insurance companies.

Prior to joining the �rm, Anjali served as in-house claims counsel for a domestic insurance
carrier, where she was responsible for claims arising under public and private Directors and
O�cers liability, Employment Practices liability and Lawyers' professional liability insurance
policies. She assisted in drafting policy wording and endorsements, established a network of
approved defense panel counsel, analyzed potential liability exposure and coverage defenses
to claims, set claims reserves and interacted with the company’s reinsurers during claims
audits. Through this experience, Anjali gained valuable insight into the insurance company
claims reporting structure; the management of outside counsel; the dynamic interplay among
adjusters, underwriters and brokers; the importance of setting accurate claims reserves in a
timely fashion; the role of reinsurers; and the value of tracking claims trends and costs, which
impact an insurance company’s long-term business objectives and pro�tability.

http://www.wilsonelser.com/about/align


EMPLOYMENT PRACTICES LIABILITY 
Anjali has been handling employment claims for defendants and insurers since the early
1990s.One of her �rst assignments as a young attorney was successfully defending a charge
by the EEOC accusing her corporate client of violating the Fair Labor Standards Act for failure
to pay overtime compensation to employees who were allegedly improperly classi�ed as
exempt from overtime. Anjali negotiated a successful resolution of the EEOC charge and
avoided class action litigation against her client. Since that time, Anjali has continued to
handle employment claims for U.S. and London insurers and their insureds. Such services
include monitoring, supervising, mediating and negotiating favorable resolutions of EEOC
charges and civil actions involving a wide range of claims for violations of state and federal
employment laws, including claims alleging gender, age and race discrimination under Title
VII of the Civil Rights Act of 1964, wrongful termination, sexual harassment, wage and hour
claims, and retaliation claims asserted by whistleblower employees. These claims run the
gamut from relatively small claims asserted by individual employees to high-pro�le suits
involving highly compensated senior-level executives of large public companies and putative
class actions. In all instances, Anjali seeks to partner with employers and their respective
insurers in an e�ort to achieve a mutually favorable resolution as expeditiously as possible.
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Coverage

Information Governance

Insurer Litigation:
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Bars
District of Columbia, Maryland, Virginia

Courts
U.S. Court of Appeals, Fourth Circuit

U.S. Bankruptcy Court, District of
Columbia

U.S. Bankruptcy Court, District of
Maryland

U.S. District Court, District of Columbia

U.S. District Court, District of Colorado

U.S. District Court, District of Maryland

U.S. District Court, Northern District of
New York

David Ross has worked with clients to prepare and implement a comprehensive defense
strategy in response to state and nationwide class actions and mass actions, other complex
litigation or demands, or investigations by government regulators or prosecutors. He
represents clients in all aspects of complex civil litigation before federal and state courts and
in alternative dispute forums.

David has served in corporate investigations and defended individual and class actions
involving product liability issues such as defective vehicles, improperly labeled food products,
medical testing and improper packaging, and class actions involving privacy and improper
care. He also has worked on recall procedures and served as the NHTSA-approved auditor for
a manufacturer as part of a resolution with the government.

Pro Bono Activities 
David has served in court-appointed representations of non-violent criminal defendants in
Fairfax County, VA, as well as several family law and landlord/tenant representations in
Washington, D.C. He also represented members of the D.C. Council in federal litigation
concerning the privatization of D.C. General Hospital, and served as an election attorney for
one of the two major political parties during federal elections in Virginia. David currently
serves as a chief election o�cer for all elections in Virginia.

Areas of Focus
Commercial Litigation, Class and Mass Actions 
David co-chairs the �rm’s class action practice team. In his class and mass action practice,
David works with clients in early resolution planning, dispositive motion and discovery
strategies, and administration of the litigation throughout the entire case process.
Representative cases involve consumer protection structures, product liability, internet
conduct, fraud, employment discrimination, and other labor o�enses, statutory claims and
common law claims. David works across disciplines to counter the complex claims that
increasingly characterize class and mass actions, in many cases obtaining early dismissals of
the named plainti�s or defeating motions for class certi�cation. David also conducts
continuing education and informational presentations on class actions for the law �rm,
clients and other groups. In addition, David’s practice has included white collar defense,
compliance and insurance coverage litigation.

Investigations & E-Discovery 
David has propounded and responded to many discovery- and other litigation-related e�orts,
including third-party subpoenas and Freedom of Information Act and Privacy Act requests.
Keeping abreast of the proliferation of electronic documents and the accompanying laws and
requirements surrounding them, David has overseen numerous electronic and paper
document collection projects and productions, privilege logs, personnel interviews and
depositions, and online and paper document reviews.
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Education

Certi�cations/Licenses

U.S. District Court, Eastern District of
Virginia

U.S. District Court, Western District of
Virginia

George Washington University, J.D.,
1997, High Honors; Order of the Coif,
Moot Court Board, Journal of International
Law and Economics

McDaniel College, B.A., 1990, cum
laude, Phi Beta Kappa Honors Society, Phi
Alpha Theta Honors Society, Pi Gamma Mu
Honors Society, Academic All-American

Representative Matters
Represented �nancing company in class actions involving notices sent to customers.  
 
Represented insurance companies in internal investigations and responses to subpoenas and
government inquiries of �nite risk insurance and reinsurance, contingent commission
agreements, bid rigging, tying arrangements and other areas  
 
Represented a Fortune 100 company’s Special Committee of the Board of Directors in an
internal investigation in anticipation of a derivative action.  
 
Represented an insurance company in a nationwide class action alleging fraud in the sale and
marketing of insurance.  
 
Represented a group of a�liated companies in an internal investigation and SEC investigation
of market timing and late trading.  
 
Represented a �nancial services company in an internal investigation of mail and wire fraud
and parallel investigations by the SEC, the U.S. Attorney’s O�ce and the FBI.  
 
Represented members of the D.C. Council in litigation concerning the privatization of D.C.
General Hospital.

Product Liability 
Represented vehicle manufacturing companies in class and individual actions alleging
defective recreational and motor vehicles.

Represented a health care company in a class action alleging the improper medical testing of
employees. 
 
Represented a manufacturer and retailer in a class action alleging food products were
improperly labeled. 
 
Represented a vehicle manufacturing company in a government and corporate investigation
involving product recalls, and served as the NHTSA-approved auditor for resolution with the
government.

Discovery-Related Matters  
Coordination of electronic discovery preservation, collection and production in the context of
class action and other litigation and government investigations.  
 
Oversight of data and document collection and production e�orts on behalf of companies
responding to private litigation and government investigations.  
 
Creation of a comprehensive discovery plan for companies in securities class action lawsuits.  
 
Implementation of data and document collection and retention protocols for companies
facing private and governmental investigations and litigation.  
 
Design and implementation of data and document repositories and creation of search terms
and date and custodian parameters for investigation, litigation and production purposes.  
 
Oversight of forensic imaging of company and personnel electronic assets in connection with
internal and government investigations and private litigation.  
Proposing and securing relief from document retention protocols for a company facing
governmental investigations.  
 
Interviews of current and former company personnel for information, data and document
collection purposes.
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Chicago, IL
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Jennifer S.
Stegmaier
Of Counsel

 

   

Contact

p. 312.821.6167
f.  312.704.1522
jennifer.stegmaier@wilsonelser.com

   

Commercial Litigation

Insurance & Reinsurance
Defense

Bars
Illinois

Courts
Supreme Court of the United States

U.S. Court of Appeals, Seventh Circuit

U.S. Court of Appeals, Eleventh Circuit

U.S. District Court, Northern District of
Illinois

U.S. District Court, Central District of
Illinois

U.S. District Court, Northern District of
Indiana

U.S. District Court, Southern District of
Indiana

U.S. District Court, Eastern District of
Michigan

U.S. District Court, Western District of
Michigan

U.S. District Court, Eastern District of
Wisconsin

U.S. District Court, Eastern District of
Pennsylvania

FBI Chicago Citizens Academy Alumni
Association, Board of Directors 2010−2019;
President, 2017−2019; Corporate Secretary
2011−2017  
FBI National Citizens Academy Alumni
Association, National Human Tra�cking
Awareness, Team Leader, 2018−2019  
InfraGard Partnership for Protection,

Jennifer Stegmaier is a litigator and counselor with more than 20 years of experience in
litigation, trial and appellate matters in state and federal courts throughout the county.
Jennifer represents clients in a variety of commercial litigation matters in the �nancial
services industry, including conversion of negotiable instruments; �nancial institution bonds;
life, health and disability insurance; ERISA; fraud, negligence and bad faith claims; and a host
of contract disputes. She represents clients in arbitrations, mediation proceedings and
settlement conferences, and counsels clients in various regulatory matters in the life, health
and disability insurance industry.

Jennifer’s practice is focused on a diverse array of complex commercial disputes involving
hospitals, provider networks, managed care organizations, managing general underwriters,
and insurance producers and agents. Jennifer has extensive experience defending insurance
companies and �nancial institutions in claims for in-network and out-of-network hospital
reimbursements in excess of $40 million, �delity bond claims seeking coverage in excess of
$100 million, and antitrust subpoenas and civil investigative demands from the federal Trade
Commission pertaining to hospital mergers. Jennifer counsels and assists health insurance
clients in responding to regulatory complaints, market conduct studies and issues arising
from the impact of agency bulletins issued by departments of insurance. Jennifer also guides
insurance clients in managing internal investigations, conducting employee interviews, and
coordinating internal searches for documents and electronically stored information in
anticipation of and during the litigation process, and developing best practices regarding the
same.

Outside the practice of law, Jennifer is the past president and a former 10-year member of
the Board of Directors of the FBI Chicago Citizens Academy Alumni Association, a nonpro�t
organization separate and distinct from the FBI that supports the mission of the FBI and is
designed to promote safe communities through community service and educating
community members about law enforcement, with an emphasis on the mission, resources
and priorities of the FBI. Jennifer is passionate about combatting sex tra�cking and helping
victims of this horri�c crime. She volunteers with Reclaim13 and Selah Freedom, and was the
team leader for the FBI National Citizens Academy Alumni Association’s national campaign to
raise awareness and help victims of human tra�cking across the county. Jennifer also is a
member of a certi�ed therapy dog team and volunteers with children with disabilities and
special needs at Ann & Robert Lurie Children’s Hospital of Chicago and Misericordia to help
improve their health, activities of daily living and quality of life.

Representative Matters
Favorable jury verdict for insurer against hospital seeking $40+ million for claims of fraud,
constructive fraud/breach of �duciary duty, violations of consumer fraud act, breach of
contract, fraud in the inducement, unjust enrichment, and promissory estoppel.
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Education

Certi�cations/Licenses

2017−present  
American Bar Association  
Chicago Bar Association

 DRI: The Voice of the Defense Bar

Chicago-Kent College of Law, Illinois
Institute of Technology, J.D., 1998,
1998; Moot Court Honors Society; CALI
Award for International Business
Contracts; production editor, Employee
Rights and Employment Policy Journal

University of Illinois at Chicago, B.S. in
Finance and Economics, 1992, Honors
College

Prevailed in sanctions motions and rulings regarding spoliation of evidence resulting in
favorable adverse jury instructions and recovery of $300,000+ in attorneys’ fees and costs.

Summary judgment in favor of insurer on various issues of liability and damages in action
seeking $100+ million on banker blanket bond.
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