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GLOBAL PRIVACY LAW UPDATE
By Anjali C. Das, Wilson Elser

NEW SWEEPING CALIFORNIA PRIVACY LAW

On June 28, 2018, California enacted one of the most far-reaching consumer protection privacy laws in the nation, the California 

Consumer Privacy Act of 2018 (Act), which is scheduled to go into effect on January 1, 2020. Applauded by many consumers and 

privacy advocates, the sweeping legislation places onerous new requirements and restrictions on businesses that collect and sell 

personal information of California residents. Companies that fail to comply with the law may be subject to private civil litigation 

brought by aggrieved consumers seeking recovery of statutory damages, in addition to enforcement by the California Attorney 

General and the imposition of hefty penalties. This article provides a brief overview of some of the key provisions in the new Act. 

Territorial Reach of the Law
The Act applies to any entity that does business in the State of California and meets one or more of the following criteria: (1) has 

an annual gross revenue that exceeds $25 million; (2) collects, sells or shares personal information of 50,000 or more California 

consumers; or (3) receives 50 percent or more of its annual revenue from selling consumers’ personal information. 

Protected Personal Information
The definition of protected personal information (PI) under the Act is exceedingly broad and encompasses any information that  

can be reasonably linked, directly or indirectly, to a particular individual or household. This expanded definition includes, but is  

not limited to:

• Unique identifiers such as name, address, internet protocol (IP) address, email 

address, account name, social security number, driver’s license number or 

passport number

• Other protected classifications under California or federal law

• Commercial information such as records of personal property, products or 

services purchased, or other purchasing histories

• Biometric information

• Internet or other electronic network activity such as an individual’s browsing 

activity, search history, and interactions with websites or ads

• Geolocation data

• Audio, electronic, visual, thermal or olfactory information

• Professional or employment-related information

• Education information

• Inferences that can be drawn to create a consumer profile reflecting an individual’s preferences, characteristics, behavior, 

attitudes, intelligence and activities.

The Act does not, however, protect personal information that is otherwise publicly available, nor does it protect the sale of such 

information to or from a consumer reporting agency for purposes of generating a consumer report. The Act also does not apply to 

protected health information governed under the Health Insurance Portability and Availability Act (HIPAA), the Gramm-Leach-Bliley 

Act or the Driver’s Privacy Protection Act.
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Disclosure of PI Collected or Sold
The Act provides consumers with the right to seek disclosure of their personal information a business collects, sells or shares with 

third parties. The business must provide two or more methods for consumers to submit requests for information, such as a toll-free 

telephone number, mail, email, or an internet web page or portal.

A business that receives such a verifiable request is required to disclose this information to the consumer free of change, either by 

mail or electronically, within 45 days of receipt of the request. The business may seek an additional 45-day extension to respond to 

the request when reasonably necessary.

The Act requires businesses that collect personal information to disclose the:

• Categories of personal information it has collected

• Source(s) from which the information was collected

• Business or commercial purpose for collecting or selling the personal information

• Categories of third parties with which the personal information is shared

• Specific information collected about the consumer.

Right to Opt Out / Opt In
All California consumers have the right to “opt out” of the sale of their personal information by a business to any third parties.  

Upon receipt of such a request, the business is prohibited from selling the consumer’s personal information. However, in no event 

shall a business sell the personal information of a consumer younger than 16 years of age, unless it has received authorization from 

the child’s parent or guardian to do so. The Act refers to this special requirement for minors as the right to “opt in.”

Internet Privacy Policy
Businesses that sell consumers’ personal information will be required to establish a “clear and conspicuous” link on their internet 

homepage to an internet web page titled “Do Not Sell My Personal Information.” This page will enable consumers to opt out of 

the sale of their personal information. The business shall not require consumers to create an account in order to exercise their right 

to opt out. The consumers’ right to opt out of the sale of their personal information also should be described in the business’s 

online privacy policy. Once a consumer has opted out, the business must comply with the request. Moreover, the business must 

wait at least 12 months from the date the consumer opts out before requesting the consumer to authorize the sale of his or her 

personal information.

Right to Be Forgotten
California consumers also can demand that a business delete any personal information collected about them. This so-called “right to 

be forgotten” is subject to certain limitations. For instance, a business is not required to delete a consumer’s personal information if 

it is necessary to:

• Complete a transaction or contract with the consumer

• Respond to security incidents or protect against fraudulent or illegal activity

• Comply with legal obligations and other laws, such as the California Electronic Communications Privacy Act

• Perform scientific, historical or statistical research in the public interest.
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Antidiscrimination Provision
The Act expressly prohibits a business from discriminating against any consumers for exercising their rights under the new law. This 

includes discriminating against a consumer by denying goods or services, charging different prices, or providing a different level or 

quality of goods or services. Notably, however, the Act recognizes an exception for charging a different price or level of a good or 

service if the difference is “reasonably related to the value” of a consumer’s data. In addition, the Act permits businesses to offer 

consumers “financial incentives” for the collection and sale of their personal information.

General Exemptions
Despite its extraordinary breadth and scope, the Act enumerates several important exemptions. For instance, the Act does not 

restrict a business’s ability to:

• Comply with other laws

• Comply with a civil, criminal or regulatory investigation, subpoena or summons

• Cooperate with law enforcement

• Collect, use or sell “de-identified” consumer information that cannot reasonably identify a particular individual

• Prosecute or defend legal claims

• Collect or sell consumers’ personal information if all aspects of the transaction occurred wholly outside of California; for 

instance, the Act does not apply if (1) the personal information was collected while the consumer was outside California,  

(2) no part of the sale of the information occurred in California, and (3) no information collected while the consumer was  

in California is sold.

Private Right of Action to Sue
In a win for the plaintiffs’ bar, the Act permits a consumer to sue a business if the consumer’s (unencrypted and non-redacted) 

personal information has been the subject of a data breach. A consumer’s right to bring a civil action arises in the context of any 

“unauthorized access and exfiltration, theft or disclosure as a result of the business’s violation of the duty to implement and maintain 

reasonable security procedures and practices … to protect the personal information.” In bringing a civil suit on an individual or 

class-wide basis, the consumer may seek the greater of actual damages or statutory damages (not to exceed $750 per consumer per 

incident), in addition to injunctive or declaratory relief.

However, prior to filing suit, the consumer must provide the business with written notice of any intent to sue at least 30 days in 

advance. In addition, the consumer is required to notify the California Attorney General within 30 days of filing suit. The Attorney 

General must notify the consumer within 30 days thereafter if the government decides to prosecute an action for violation of the Act.

Civil Penalties
A business that violates any provision of the Act may be subject to civil penalties imposed by the California Attorney General of  

up to $7,500 for each violation.

Conclusion
The new California Consumer Privacy Act recognizes and enforces Californians’ right to privacy and control over their personal 

information. While the Act does not take effect until 2020, it is likely to spur other states – and perhaps the federal government –  

to enact broader legislative protections for the collection and use of individuals’ personal information. Meanwhile, all entities that do 

business in California and collect personal information of Californians should take prompt action to review and revise their privacy 

policies, internet web page, disclosures concerning the collection and sale of consumers’ personal information, consumer opt-out 

procedures and compliance with consumers’ right to be forgotten.
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CANADA’S NEW DATA BREACH NOTIFICATION LAW

For several reasons, 2018 will go down in legal history as the Year of Global Privacy Legislation. In February of this year, the breach 

notification amendments to Australia’s Privacy Act of 1988 went into effect. On May 25, 2018, the unprecedented, sweeping 

European Union (EU) privacy law known as the General Data Protection Regulation (GDPR) went into effect; it imposes stringent 

requirements on companies to safeguard the personal information of EU citizens. One month later, on June 28, 2018, the State of 

California passed the California Consumer Privacy Act of 2018, which adopts strict parameters on the collection, use and sale 

of personal information of California residents. Later this year, on November 1, 2018, the long-awaited amendments to Canada’s 

Personal Information Protection and Electronic Documents Act (PIPEDA) will go into effect. These amendments and regulations 

related to PIPEDA, which are the subject of this article, impose new mandatory notification obligations on companies in the event of 

a breach involving the personal information of Canadians.

PIPEDA
Canada enacted the nation’s privacy law for the private sector, PIPEDA, on April 13, 2000. The stated purpose of the Act was to 

“govern the collection, use and disclosure of personal information in a manner that recognizes the right of privacy of individuals  

with respect to their personal information.” On June 18, 2015, the Digital Privacy Act amended certain provisions of PIPEDA, 

including the introduction of a mandatory data breach notification requirement similar to those that currently exist in the United 

States. However, the implementation of PIPEDA’s breach notification requirements was temporarily on hold, pending the creation of 

new Breach of Security Safeguards Regulations (Regulations). The final version of these Regulations was published on April 18, 2018.  

The new data breach reporting requirements contained in Division 1.1 of PIPEDA along with the related Regulations will go into 

effect on November 1, 2018.

Entities Subject to PIPEDA
PIPEDA generally applies to non-federally regulated private sector organizations 

in Canada that collect, use and disclose personal information (typically of 

customers) in the course of commercial for-profit activities. PIPEDA also applies 

to personal information of employees of federally regulated businesses in 

Canada, such as banks, airlines and telecommunications companies. 

However, certain Canadian provinces that have enacted private sector privacy 

laws deemed to be “substantially similar” to PIPEDA may be exempt. To date, 

there are a limited number of provincial laws that have mandatory breach 

notification requirements. This includes Alberta’s Personal Information Protection 

Act (PIPA) in addition to various provincial laws adopted by Ontario, New 

Brunswick, Newfoundland and Labrador, and Nova Scotia that protect the 

privacy of personal health information. For instance, Alberta’s PIPA requires an 

organization to provide notice of a breach to the Privacy Commissioner without 

unreasonable delay if there is a “real risk of significant harm” to an individual. In 

addition, notification should be provided to individuals as soon as possible to 

avoid or mitigate harm.

Notwithstanding, PIPEDA still applies to all inter-provincial and international commercial transactions involving the personal 

information collected, used or disclosed by organizations in Canada.
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Moreover, it is significant to note that PIPEDA may have extraterritorial application to companies located outside Canada’s 

borders. The statute itself is silent with respect to the Act’s territorial reach. However, Canadian courts have held that PIPEDA 

has extraterritorial application to a foreign organization that has a “real and substantial link” to Canada. For instance, last year  

a Canadian court held that a foreign-based website operator was subject to PIPEDA. The court considered a number of factors 

to establish a sufficient connection between the company and Canada, including the operation of a website targeting Canadians 

that published their personal information. As such, any organization that conducts business in Canada and/or collects, uses or 

discloses information concerning Canadians may be subject to PIPEDA.

New Data Breach Notification Requirement
Canada’s new mandatory breach notification law applies to situations involving a “breach of security safeguards.” PIPEDA 

defines this as the “loss of, unauthorized access to or unauthorized disclosure of personal information resulting from a breach  

of an organization’s security safeguards.”

PIPEDA broadly defines “personal information” as “information about an identifiable individual.” In other words, it is 

information that can be linked to a specific individual. The Office of the Privacy Commissioner of Canada has listed various 

examples of personal information that may include (but is not limited to):

• Race, national or ethnic origin 

• Religion

• Age, marital status

• Medical, education or employment history

• Financial information

• DNA

• Social insurance number or driver’s license.

As explained in the Government of Canada’s Regulatory Impact Analysis Statement (Impact Statement), which accompanied the 

draft Regulations, one of the key objectives of the new law is to “ensure that all Canadians will receive consistent information 

about data breaches that pose a risk of significant harm to them.” Subsection 10.1(3) of PIPEDA further states that “an 

organization shall notify an individual of any breach of security safeguards involving the individual’s personal information under 

the organization’s control if it is reasonable in the circumstances to believe that the breach creates a real risk of significant harm 

to the individual.”

Subsection 10.1(7) of PIPEDA defines “significant harm” to include “bodily harm, humiliation, damage to reputation or 

relationships, loss of employment, [loss of] business or professional opportunities, financial loss, identity theft, negative effects 

on credit record and damages to or loss of property.” Subsection 10.1(8) of PIPEDA identifies several factors to determine 

whether an individual may be subjected to “real risk” of significant harm in the event of a breach, including, but not limited to, 

(1) the sensitivity of the personal information involved in the breach and (2) the probability that the personal information has 

been or will be misused.

As explained in the Impact Statement, the organization must conduct a “risk assessment” to determine whether the breach 

posed a “real risk of significant harm” based on the surrounding circumstances. Even if the organization determines that there is 

no significant risk of harm that warrants notification, a well-documented risk assessment can protect the organization if there are 

any subsequent inquiries regarding the breach.
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Contents of Individual Notice
Subsection 10.1(4) of PIPEDA states that the notice should contain sufficient information to enable the individual “to 

understand the significance to them of the breach and to take steps, if any are possible, to reduce the risk of harm that could 

result from it or to mitigate that harm.” The Regulations further state that notice to affected individuals must contain the 

following information:

• A description of the circumstances of the breach

• The day on which the breach occurred (or approximate time frame if the exact date is not known)

• A description of the personal information that was the subject of the breach

• A description of the steps taken by the organization to reduce or mitigate the risk of harm

• A description of the steps the affected individuals can take to reduce or mitigate the risk of harm

• Contact information for the affected individual to obtain additional information about the breach.

Timing of Individual Notice

Subsection 10.1(6) of PIPEDA states that notice shall be provided “as soon as feasible” after the organization has determined 

that a breach has occurred. 

Form and Manner of Individual Notice

The Regulations provide for either “direct” or “indirect” notification to individuals. For purposes of direct notification, the 

organization must give affected individuals notice “in person, by telephone, mail, email or any other form of communication 

that a reasonable person would consider appropriate in the circumstances.” 

The Regulations further state that an organization may give indirect notification of a breach in any of the following 

circumstances: (1) direct notification would be likely to cause “further harm” to the affected individual, (2) direct notification 

would be likely to cause “undue hardship” for the organization or (3) the organization does not have contact information for 

the individual. While the Regulations do not specify the means of indirect notification, some examples may include a public 

communication, such as an advertisement or conspicuous posting on the organization’s website. 

Notice to the Privacy Commissioner
Subsection 10.1(1) of PIPEDA also requires an organization to provide notice of a breach to the Privacy Commissioner “if 

it is reasonable … to believe that the breach creates a real risk of significant harm to an individual.” In other words, if the 

organization determines that notice to the affected individuals is warranted, notice also must be provided to the Commissioner.

The Regulations state that notice to the Commissioner must contain the following information (which is similar to the 

information contained in the notice to individuals described above):

• A description of the circumstances of the breach and cause, if known

• The day on which the breach occurred (or approximate time frame if the exact date is not known)

• A description of the personal information that was the subject of the breach

• Number of affected individuals

• A description of the steps taken by the organization to reduce or mitigate the risk of harm

• A description of the steps taken by the organization to notify affected individuals

• The name and contact information of a person who can answer further questions by the Commissioner  

concerning the breach.
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The Regulations further provide that the organization can supplement its initial notice to the Commissioner if new information 

becomes available.

Notice to the Commissioner may be provided by any “secure” means of communication, which is not defined in the Regulations 

but would likely encompass encrypted communications.

Organizations’ Duty to Keep Records of All Breaches
Last, but not least, Subsection 10.3(1) of PIPEDA requires an organization to “keep and maintain a record of every breach of 

security safeguards involving personal information under its control.” The Privacy Commissioner may request copies of all 

such records at any time. The Regulations further state that the organization must maintain records of all breaches for at least 

24 months following the date it determined that a breach occurred. According to the Impact Statement, the purpose of this 

record-keeping requirement “is to facilitate oversight of organizations’ breach reporting and notification obligations by the 

Commissioner. This, in turn, will [presumably] encourage better data security practices by the organizations.”

Conclusion
In summary, effective November 1, 2018, all organizations conducting business in Canada that experience a breach of security 

safeguards exposing personal information of Canadians will be required to (1) provide affected individuals with mandatory 

notification if the breach poses a “real risk of significant harm,” (2) provide notice to the Privacy Commissioner of such breaches 

and (3) maintain internal records documenting all known breaches.

As explained in the Impact Statement, the mandatory breach notification under PIPEDA provides a minimum standard for 

notification and consistency in reporting that has previously been absent outside of Alberta and the health sector in certain 

provinces. Moreover, Canada’s new notification requirements are consistent with those of the country’s major trading partners, 

including the EU. In particular, the Government of Canada notes that “PIPEDA is currently deemed to provide an essentially 

equivalent level of privacy protection to the EU, which allows for the free flow of personal information from the EU to 

Canadian organizations.”
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UPTICK IN AUSTRALIAN DATA BREACH NOTIFICATIONS

Following in the footsteps of numerous countries, including the United States, and the European Union, Australia enacted a 

mandatory data breach notification law earlier this year. The Notifiable Data Breach (NDB) Scheme under Australia’s Privacy Act of 

1988 went into effect on February 22, 2018. The new scheme requires organizations subject to the law to notify individuals and the 

Office of the Australian Information Commissioner (Commissioner) in the event of a data breach of personal information (PI) that 

may result in serious harm to an individual. The NBD Scheme applies to all eligible data breaches occurring on or after February 22, 

2018. Not surprisingly, the new mandatory notification scheme has resulted in an uptick in Australian data breach notifications that is 

expected to grow.

NDB Scheme Breach Notification Statistics
The Commissioner intends to publish a quarterly statistics report about data breach notifications received subsequent to the passage 

of the NDB Scheme. At the publication of this article, the Commissioner had posted results through the first quarter of 2018. From 

February 22, 2018, through March 30, 2018, the Commissioner received 63 notifications, broken down for the top five industry 

sectors as follows:

• Health service providers (15 notices representing 24%) 

• Legal, accounting and management services (10 notices representing 16%) 

• Finance (8 notices representing 13%) 

• Education (6 notices representing 10%) 

• Charities/nonprofits (4 notices representing 6%).

It is significant to note that this initial quarterly report represents approximately 

five weeks, so future notification statistics will likely be higher.

Organizations Subject to the NBD Scheme
The NBD Scheme applies to organizations that are subject to the Privacy Act 

and have an obligation to protect PI. This includes government and private 

sector organizations with an annual turnover (revenue) of more than AU $3 

million, credit reporting agencies, credit providers and organizations that hold an individual’s tax file number (TFN).

The NBD Scheme also applies to organizations that have an “Australian link.” In addition to companies incorporated or formed in 

Australia, organizations may have a link to Australia if they (1) conduct business in Australia or one of its territories and (2) collect 

or hold PI in Australia or one of its territories. In other words, the new breach notification law is not strictly limited to Australian 

companies. For instance, a company that collects information stored on servers located in Australia might be subject to the 

NBD Scheme.

Protected Personal Information
Personal information is information that is linked to an individual who either is identified or can be reasonably identified if it is 

combined with other information. Personal information is broadly defined and may encompass sensitive information such as 

an individual’s race or ethnic origin, political opinion, sexual orientation, criminal record, health information, credit information, 

employee record information and TFN information. These examples of PI are by no means exhaustive.
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Notably, the Privacy Act is not limited to PI of Australian citizens. Instead, it applies to disclosure of PI collected in Australia, 

regardless of whether such information pertains to an Australian citizen or resident. Thus, the nexus for purposes of 

extraterritorial application of the Act is where the activity occurs (Australia) as opposed to the national origin of an organization 

or individual about which information is collected.

Risk Assessment for Eligible Data Breaches
For purposes of the NBD Scheme, a data breach means the unauthorized access, disclosure or loss of PI – whether intentional 

or inadvertent. The Commissioner has cited the following examples of data breaches: loss or theft of a mobile device, loss of 

paper records, inadvertent disclosure due to human error and malicious activity.

However, the breach notification requirements under the NBD Scheme apply only to an “eligible” data breach that is likely to 

result in “serious harm” to an individual, such as financial fraud, identity theft, violence, or physical or emotional harm.

It is incumbent on the organization to conduct an investigation to assess whether the risk of serious harm exists following a 

data breach involving PI – otherwise known as a risk assessment. Notably, the Commissioner has stated that entities must take 

reasonable steps to complete a risk assessment within 30 calendar days after the entity becomes aware of a suspected breach 

of eligible data. In the event the risk assessment cannot be completed in 30 days, the entity should take steps to document the 

reasons for the delay.

While the Privacy Act does not define the phrase “serious harm,” the Commissioner has listed a number of factors that 

organizations may wish to consider in conducting their risk assessment, such as the:

• Nature and sensitivity of the PI

• Circumstances of the breach (such as the number of individuals involved or the length of time during which the PI was 

accessible)

• Extent to which the PI was protected by security measures (such as technical safeguards, encryption or whether the data 

was anonymized)

• Unauthorized person(s) who obtained the PI

• Nature of the harm that may result (such as identity theft, financial loss, loss of business, threat to physical safety or 

reputational harm).

Of course, the foregoing is not an exhaustive list and there may be other factors that are relevant to an organization’s risk 

assessment.

Mandatory Breach Notification Requirements

Notice to Affected Individuals

In the event an organization concludes that there has been an eligible data breach of PI that may result in serious harm to 

individuals, the organization is required to notify affected individuals “as soon as practicable.”

The NBD Scheme does not dictate the specific method of notification to individuals. Instead, organizations may choose any 

“reasonable” means to notify individuals, such as in person or by phone, mail, text or even a social media post. The key 

consideration is the likelihood that the individual will actually receive the notice.
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The content of the notice to individuals should include:

• The identity and contact information for the organization that sustained the breach

• A description of the breach (including the date(s) of unauthorized access or disclosure, the date the entity discovered the 

breach, steps taken by the entity to contain or remediate the breach) 

• The type of PI at issue

• Recommendations for measures individuals may take to mitigate potential harm.

In certain instances, the organization may choose to provide notification by publication on its website for at least six months. 

Publication may be warranted when up-to-date contact information for individuals is not available.

Notice to the Commissioner

Organizations also are required to provide the Commissioner “as soon as practicable” with a written statement concerning any 

eligible data breach, which may be submitted to the government via an online form. The information contained in the statement 

largely mimics the information contained in notifications to individuals as set forth above. The Commissioner, in turn, will 

acknowledge receipt of the statement. In addition, the Commissioner may commence an investigation and request additional 

information from the organization and/or offer advice and guidance. In some instances, the Commissioner may choose to 

initiate a regulatory action against the organization. This could include seeking injunctive relief and/or the imposition of a civil 

penalty pursuant to a court order.

Summary
In short, under Australia’s new NDB Scheme, organizations will be forced to respond promptly to and investigate actual 

or suspected data breaches concerning PI. Notably, the new mandatory breach notification law is not limited to Australian 

companies; any companies with an “Australian link” are subject to the law. Under the new NDB Scheme, organizations must 

conduct a risk assessment within 30 days to determine whether the breach may result in serious harm to the affected individuals. 

If so, organizations will be tasked with notifying individuals and Australia’s Privacy Commissioner as soon as practicable. Failure 

to do so may result in the commencement of a regulatory action and/or the imposition of civil penalties. Companies potentially 

subject to the NDB Scheme are encouraged to familiarize themselves with the new legal requirements.       
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U.S. COMPANIES STILL GRAPPLING WITH GDPR

Several months after the European Union’s (EU’s) new sweeping privacy law known as the General Data Protection Regulation 

(GDPR) went into effect on May 25, 2018, U.S. companies are still struggling to understand the implications for their businesses.  

This article highlights some of the key threshold issues that companies should consider in analyzing the potential impact the GDPR 

may have on their operations, including restrictions on the collection and use of personal information of EU residents.

What Is the GDPR?
The GDPR (or Regulation) is perhaps the most comprehensive privacy law of its kind in the 

world, emphasizing the growing social, political and legal concerns about the potential 

misuse and abuse of individuals’ personal data. This is no surprise given the rapid advances 

in technology and the impact of the new economic reality of “big data” and data analytics 

on consumer information.

The GDPR has set a new precedent for the high stakes of protecting individuals’ privacy, 

which is being watched closely and even shaping the privacy laws in other countries. 

The GDPR replaced the Data Protection Directive of 1995 and sets stricter standards for 

companies that collect or process data on citizens and residents of EU member countries. 

While considered a milestone achievement for individuals’ data protection laws, the GDPR 

presents complex challenges for companies that must now take steps to become GDPR 

compliant or run the risk of being subject to audits, lawsuits and/or stiff financial penalties.

Which Organizations Are Subject to the GDPR?
There is a big misconception in the U.S. business community that the GDPR only applies to EU companies. The new Regulation 

expands the territorial reach of the GDPR to include companies established outside the EU. This means that a company that has 

no offices, staff or even customers in any EU country may nonetheless need to comply with the GDPR if it processes and stores 

personal data on EU residents in any way. In other words, U.S. companies may be subject to the GDPR if they control or process data 

of EU residents.

The GDPR focuses in particular on the activities of data “controllers” and data “processors.” A data controller is an individual or 

entity that “determines the purposes and means of processing personal data.” A data processor is any individual or entity that 

processes (i.e., collects, stores, uses) personal data at the direction of the data controller. A positive response (yes) to one or more  

of the questions below may signal that an organization is subject to the GDPR.

Does your organization process or store data on EU residents? 

The GDPR broadly defines the term “data processing” to include “collection, recording, organization, structuring, storage, adaption 

or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment, 

combination, restriction, erasure or destruction.” In reality, virtually any activity involving personal data of EU subjects may be closely 

scrutinized and classified as a processing activity within the definition of the Regulation, to the extent it is performed at the request 

of a data controller.

Does your organization offer goods or services to EU residents?

The GDPR expressly states that the Regulation applies to organizations outside the EU that offer goods or services to data subjects 

within the EU regardless of whether a fee is charged for such goods or services. Thus, an organization should consider whether it:

• Offers services in a language or currency of a EU member state
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• Enables EU residents to place orders in such other language 

• References EU customers in its publications.

It is noteworthy that merely having a website that is accessible by EU residents is not conclusive for purposes of determining 

whether an organization is subject to the GDPR.

Does your organization monitor the behavior of EU residents as that behavior occurs in the EU?

The GDPR also applies to non-EU organizations that monitor the behavior and activities of EU residents within the EU. This 

includes tracking EU residents on the internet to create profiles or to analyze or predict individual preferences and behavior.

What Is Protected Personal Data Under the GDPR?
The GDPR protects “personal data,” which is broadly defined in Article 4(1) to encompass:

“…any information relating to an identified or identifiable natural person (‘data subject’); an identifiable 

natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier…”

The definition provides a broad range of identifiers, including “a name, an identification number, location data, an online 

identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity 

of that natural person.” For example, personal data may include a photo, racial or ethnic data, an email address, bank details, 

posts on social networking websites, political opinions, health and genetic information, a computer IP address and so on.

The GDPR also refers to sensitive personal data as “special categories of personal data,” which include genetic data and 

biometric data, where processed to uniquely identify an individual, and data concerning health. Processing of such data is 

prohibited unless the data subject gives explicit consent. Otherwise there are very few exceptions in which processing of such 

special categories of personal data also is possible (e.g., if it is necessary to defend or enforce a legal claim).

When a data controller collects personal data from an individual, including a third party, the controller must provide information 

to the data subject regarding processing activities, including:

• Contact information for the controller and Data Protection Officer, if applicable

• Purpose of the collection and processing of personal data

• Intended recipients of the personal data, if any

• Whether personal data will be transferred outside the EU

• Time period for which the personal data will be stored 

• Individuals’ right to request access to, correction or erasure of their personal data

• Individuals’ right to file a complaint with an EU privacy regulator (Supervisory Authority) with respect to the collection or use 

of their personal data.

What Are Consent Requirements for Processing Personal Data?
Consent remains one of six lawful bases to process personal data, as listed in Article 6 of the GDPR. However, the requirements 

for validly obtaining consent have been increased to place a higher burden on data controllers. Article 7 sets out what is meant 

by consent, and the Information Commissioner’s Office (ICO) has published detailed guidance on consent under the GDPR. In 

brief, consent must be “freely given, specific, informed and unambiguous.” Organizations should review how they seek, record 

and manage consent, and whether they need to make any changes to their policies and procedures. In evaluating compliance 

with the GDPR’s expanded consent requirements, organizations should note the following characteristics:

• Active Opt-in: There must be “clear affirmative action”; consent cannot be inferred from silence,  

pre-ticked boxes or inactivity. 
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• Unbundled: Consent requests must be separate from other terms and conditions and should not be a precondition of 

signing up to a service unless necessary for that service. 

• Granular: Granular options to consent separately to different types of processing should be given wherever appropriate.

• Named: Name your organization and any third parties that will be relying on consent; even precisely defined categories of 

third-party organizations will not be acceptable under the GDPR.

• Verifiable: Keep records to demonstrate what the individual has consented to, including what they were told and when and 

how they consented.

• Easy to Withdraw: There must be simple ways for people to withdraw consent – tell people about their right to withdraw 

and offer them easy ways to withdraw consent at any time.

• No Imbalance in the Relationship: Consent is not “freely given” if there is imbalance in the relationship between the 

individual and the data controller.

What Rights Do Individuals Have to Protect Personal Data?
One of the key premises of the GDPR is to expand the rights of individuals to protect their personal data. This includes an 

individual’s right to access, rectify and/or seek erasure of their personal data.

Right to Access

Individuals have the right to access their personal data and request the following information from a data controller:

• Copy of their personal data

• Purpose of processing the personal data

• Categories of personal data 

• Recipients of the personal data

• Time period the personal data will be stored

• Individual’s right to request alteration (rectification), erasure and/or restrictions on processing their personal data

• Right to file a complaint with a Supervisory Authority

• Extent to which decisions about the individual are made based on automated processing or profiling  

of personal data

• Appropriate safeguards for transfers of personal data outside the EU.

Right to Rectification

An individual has the right to request the data controller to correct their personal data without undue delay.

Right to Be Forgotten

The GDPR recognizes an individual’s so-called “right to be forgotten,” subject to limited exceptions. In other words, an 

individual has the right to request the data controller to erase their personal data without undue delay in certain circumstances, 

including the following:

• Personal data is no longer required for processing

• Individual withdraws consent to the processing of their personal data

• Individual objects to the processing of their personal data

• Personal data has been unlawfully processed.
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What Are the Record-Keeping Requirements Under the GDPR?
Data controllers and processors must maintain written documentation of all activities related to the processing of personal 

data (including documentation of all steps made in order to be GDPR compliant). These records should include the following 

information:

• Contact information for the data controller

• Purpose for processing the personal data

• Description of the personal data

• Recipients of the personal data

• Safeguards to protect personal data transferred outside the EU

• Anticipated time frame for erasing personal data

• Technical safeguards employed to protect personal data.

These records of processing activities must be produced to a Supervisory Authority upon request. Notably, the GDPR’s record-

keeping requirement does not apply to organizations with fewer than 250 employees.

What Security Measures Are Required to Safeguard Personal Data?
The GDPR does not dictate specific technical security measures that must be implemented by data controllers or processors 

to safeguard personal data. However, the Regulation does require organizations to conduct a risk assessment to ensure 

an appropriate level of security based on a cost-benefit analysis. The size of the organization and the nature and scope of 

processing activities are key factors to consider. Such security measures may include the pseudonymization of personal data (so 

that data cannot be linked to a specific individual); encryption of personal data; ability to restore and back up personal data; 

periodic security audits to test and evaluate processing activities; and adherence to recognized industry standard certification 

requirements to protect data.

What Is a Data Protection Officer?
The GDPR requires data controllers and processors to appoint a Data Protection Officer (DPO) when an organization’s “core 

activities” consist of processing personal data on a “large scale.” Germany qualifies this requirement to include instances where 

there is a minimum of 10 people processing personal data automatically. An organization may designate an employee or hire a 

third party to serve as a DPO, based on their expert knowledge of data protection laws and regulations. A DPO is responsible 

for monitoring an organization’s compliance with the GDPR, training employees and staff, oversight of any data protection 

impact assessments, cooperating with the Supervisory Authority, and acting as the liaison between the organization and the 

Supervisory Authority. In addition, the DPO may be responsible for responding to inquiries by individuals concerning their 

personal data.

Is an Organization Required to Report a Data Breach?
The GDPR introduces additional mandatory data breach reporting requirements. A data controller must report security breaches 

to the relevant Supervisory Authority “without undue delay, and where feasible, not later than 72 hours” after it first becomes 

aware of the incident. If the notification is made after 72 hours, a reasonable justification for the delay must be provided. The 

breach only needs to be reported if it is likely “to result in a risk for the rights and freedoms” of data subjects – if, for example, 

the breach could result in discrimination, damage to reputation, financial loss, loss of confidentiality, or any other significant 

economic or social disadvantage.
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A data controller also must notify individuals of a security breach “without undue delay” where the breach “is likely to result in a 

high risk” to the rights and freedoms of data subjects. However, notification to individuals is not required if (1) the organization 

has implemented appropriate security measures that render the data unintelligible to any unauthorized person (i.e., encryption); 

(2) the organization has taken subsequent measures to ensure that a high risk to data subjects does not materialize (i.e., 

remediation); or (3) it would involve a disproportionate effort, in which case a public communication will suffice (i.e., media 

notice or publication on the organization’s website).

The contents of the breach notification communication should include the following information where available in “clear and 

plain” language:

• Nature of the incident

• Type of personal data 

• Number of affected persons

• Number of personal data records

• Contact information for the DPO

• Likely consequences of the data breach

• Steps taken by the organization to contain and mitigate the exposure.

Notably, the breach notification requirements set forth above apply to data “controllers.” However, in the event of a breach 

experienced by a data “processor,” the processor is required to notify the controller “without undue delay.”

Are There Any Repercussions for Failure to Comply with the GDPR?
The most serious infringement of the GDPR can result in administrative fines by a Supervisory Authority of up to €20 million or 

4 percent of the offending company’s global annual revenue, whichever is higher. For lesser noncompliance offenses, company 

audits and a tiered fine structure may be imposed.

Under the GDPR, data controllers and processors also may be subject to liability and damages for legal proceedings 

commenced by a data subject in a court of law or a complaint lodged with a Supervisory Authority. Such complaints may be 

filed in the jurisdiction where the data subject resides or works, or the location of the alleged infringement of the Regulation 

concerning the processing of the individual’s personal data. Data controllers and processors may have joint liability for 

compensatory damages awarded to an individual to ensure they are made whole.

The GDPR also grants Supervisory Authorities the following powers to:

• Conduct investigations of data controllers and processors

• Perform data protection audits

• Issue warnings or reprimands 

• Order an organization to comply with a data subject’s request regarding personal data (including rectification,  

erasure and restrictions on processing)

• Require an organization to bring its processing activities into compliance with the GDPR

• Order an organization to notify individuals of a data breach 

• Order the suspension of data flows.
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Summary
In summary, U.S. companies are well advised to consider their compliance obligations, if any, under the GDPR. The 

extraterritorial reach of the EU’s new privacy Regulation means that non-EU companies may be subject to the law. A critical 

factor in evaluating the potential application of the GDPR to U.S. companies is whether a company collects, stores, transfers 

or otherwise processes personal data of EU residents. If so, the company may be required to obtain an individual’s express 

consent to the use of their personal data, in addition to maintaining internal records of the company’s personal data processing 

activities. Moreover, companies may have a mere 72 hours to notify EU regulatory authorities of a data breach involving the 

personal data of EU residents. Failure to comply with the GDPR’s extensive requirements may result in regulatory investigations, 

legal proceedings, compensatory damages, injunction orders or hefty administrative fines.

About The Practice
While technology has facilitated the formation of an interconnected global economy, it also has given rise to profound risks 

for consumers and companies alike. An increasing number of actors—from virtually every part of the globe—have exploited 

cybersecurity vulnerabilities, disrupting businesses, corrupting data, co-opting personal information, and otherwise wreaking 

havoc on organizations and national economies. In the evolving cyber landscape, instances of neglect have led to equally 

devastating results. These often involve uninformed or careless leadership, employees or third-party vendors.

For well over a decade, Wilson Elser’s core team of talented partners, assisted by associates and paralegals, has handled breach 

response and other sensitive situations arising from the misuse of computers and related technology.

An inconvenient afterthought as recently as a decade ago, the explosive growth of e-commerce and increased dependence 

on digitized data has catapulted cybersecurity to the forefront of business plans, legislative acts and federal regulations as 

companies and governmental entities deepen their presence and investment in the complex and changing digital landscape.
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