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Case Investigation, Contact Tracing and Case Management

Case Investigation and Contact Tracing 

• Case investigation is the identification and investigation of persons with confirmed and 
probable diagnoses of COVID-19 by public health departments and health authorities (public 
health, not a criminal investigation)

– Public Health Case Investigation – formally interviewing persons with COVID-19, eliciting their close 
contacts, monitoring the clients for COVID-19 symptoms, connecting clients to resources to support 
self-isolation 

– Employers can do worksite investigations, but public health authorities are charged with formal case 
investigation from a public health perspective

• Contact tracing is a core public health activity used worldwide by public health departments 
and health authorities to prevent the spread of infectious disease.

– Public Health Contact Tracing – formally notifying close contacts of their potential exposure, 
referring them to testing, monitoring them for COVID-19 symptoms, connecting contacts to 
resources to support self-quarantine as allowed and defined by law

– Employers can do a modified contact tracing process within the confines of employment and 
privacy-related laws 
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Case Management

• Case management is a collaborative process that assesses, plans, implements, coordinates, 
monitors, and evaluates the options and services required to meet the client's health and human 
service needs. It is characterized by advocacy, communication, and resource management and 
promotes quality and cost-effective interventions and outcomes. (Commission for Case Manager Certification)

– A case can mean either a person who has tested positive forCOVID-19 or who has symptoms consistent with 
COVID-19. 

– Case management can be used in public health, healthcare and employer-sponsored healthcare settings

• Planned, driven by risk assessment and written protocols 

– Public health – includes active monitoring of person (typically daily) to assess for the presence of fever or 
symptoms consistent with COVID-19, may involve in-person temperature and symptom checks or remote 
contact (e.g., telephone or electronic-based communication). Includes assessment of and deployment of testing 
or resources when indicated. 

– Employer should have written protocols such that when a case is reported among employees anyone who may 
be infected is sent home to self-isolate, and any close contacts among employees are sent home to self-
quarantine. The employer should consider protocols which address access to COVID-19 testing for all 
quarantined employees as part of the plan in order to clarify the extent of spread in the workplace and possible 
risk to other employees. 

Contact Tracing and Case Management Tools

Case Management

Can make traditional “contact” processes 
faster and more efficient:

• Streamlines the electronic capture and 
management of source cases and 
contacts

• Integrates workflows with surveillance 
systems or other workforce management 
tools 

Proximity Tracing/Exposure Notification

• Identifies more contacts than manual 
contact tracing processes alone
• Use foluntary, opt-in tools in addition to case 

management tools to augment traditional 
contact tracing

• Use Bluetooth or GPS technologies to estimate 
the proximity and duration of an individual’s 
exposure to patients diagnosed with COVID-19

Case investigation, contact tracing and case management can be manual or digital processes. Two types of
technology can contribute to these processes: 1) case management, and 2) proximity tracing/exposure
notification tools:

Case Investigation and Contact Tracing Public Health Laws 

• Jurisdiction-specific laws that provide authority for the local health 
department to issue legal orders for isolation of people diagnosed with 
infectious disease and quarantine of people who have been exposed to 
infectious disease. 

• Local policies and procedures dictate the delegation of authority (e.g., 
officially deputized, acting on behalf of local health officer) and type of 
personnel who can serve legal orders.

• Process is designed to ensure that persons have the resources needed 
to self-isolate, not designed to be adversarial.

Reference: https://www.cdc.gov/coronavirus/2019-ncov/downloads/case-investigation-contact-tracing.pdf
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Contact Tracing 
Steps

Source: https://www.astho.org/COVID-
19/Making-Contact/4-Steps-of-Contact-
Tracing/

Critical to Understand Setting, Status and Context in Case 
Investigation and Contact Tracing

• Workplace setting, worker/non-worker status, e.g., occupations will influence guidance and actions taken 
by tracers

– General community guidance

– Healthcare v. non-healthcare settings

– Criticality of function (essential v. non-essential)

• Healthcare settings: 

– Interim U.S. Guidance for Risk Assessment and Work Restrictions for Healthcare Personnel with Potential 
Exposure to COVID-19 (updated June 18, 2020) https://www.cdc.gov/coronavirus/2019-ncov/hcp/guidance-risk-
assesment-hcp.html

• Non-healthcare settings: 

• Correctional and Detention Facilities

• Homeless Shelters

• Meat and Poultry Processing Workers and Employers

• Manufacturing Workers and Employers

• General CDC guidance for Businesses and Workplaces

• NOTE:  INDIVIDUAL STATE HEALTH DEPARTMENTS EACH WILL HAVE SOME VARIATIONS TO CDC BASED 
ON STATE LAWS AND CURRENT EMERGENCY DECLARATIONS

Examples of State Health Department Contact Tracing 
Programs

• Texas Trace
– Online System for Contact Tracing for Texas

– Texas Health Trace system is for any Texan who has tested 
positive for COVID-19, has symptoms, or thinks they have been 
exposed to someone who tested positive for COVID-19.

• Check symptoms, report exposure to COVID-19

• Testing referrals, general advise on what to do if positive

• Information on how to access resources needed during self-
isolation

• Notes that “information you enter into Texas Health Trace or 
tell a contact tracer will not be shared with your contacts. Your 
information will be kept completely private and used for public 
health purposes only.”

– Advises that a contact tracer from the state health department 
may call them at the provided telephone number.

• Massachusetts Community 
Tracing Collaborative
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Laws and Regulations

State Public Health 
& Privacy Laws

• Variable as to specific privacy 
and reporting requirements

• Are subject to change, must 
keep current with changes in 
law

• Example – New York

Robert T. Stafford Disaster Relief and Emergency 
Assistance Act

• At the request of the Governor of an affected State, or a Chief Executive of an affected Indian 
Tribe, the President may declare a major disaster or emergency if an event is beyond the 
combined response capabilities of the State, Tribal, and jurisdictional governments. 

• Among other things, this declaration allows Federal assistance to be mobilized and directed 
in support of State, Tribal, and jurisdictional response efforts. 

• Under the Stafford Act (42 USC Chapter 68), the President can also declare an emergency 
without a Gubernatorial request if primary responsibility for response rests with the Federal 
Government because the emergency involves a subject area for which the United States 
exercises exclusive responsibility and authority. 

• In addition, in the absence of a specific request, the President may provide accelerated 
Federal assistance and Federal support where necessary to save lives, prevent human 
suffering, or mitigate severe damage, and notify the State of that activity.
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Risk Management

Risk Management

• Develop a plan to manage COVID-19 in the workplace based on Risk/Hazards Assessment and 
develop a written Plan and protocols - educate and communicate the plan clearly to managers and 
employees!

• Case investigation, contract tracing and case management needs to be initiated rapidly after learning 
that one or more employees have been diagnosed with COVID-19.  Companies should act quickly to 
identify and notify any co-workers who might have been exposed during the infectious period.

• The worksite investigation, which is generally conducted by HR, is a narrower version of the contact 
tracing that public health officials are gearing up to do on a massive scale to contain the spread of the 
coronavirus as the economy reopens.

• Employers should be careful to maintain confidentiality and also avoid alarming the entire workforce, 
legal and HR experts said.

• Prompt notification and follow-up reduces the risk that other employees will be exposed to the virus, 
and so these actions fall under the Occupational Safety and Health Administration's general duty 
requirement to provide a safe workplace.

Risk Management

• Prioritize confidentiality. Employers have the right to ask employees if they have symptoms or have 
been diagnosed with COVID-19 without violating the Americans with Disabilities Act, according to 
guidance from the Equal Employment Opportunity Commission. But they should never divulge the 
name of an infected employee to others at the workplace beyond those conducting the investigation.
• Give general characteristics, as in what floor, office or team that employee worked on, you cannot be held responsible if 

employees make assumptions of who the [infected] employee is on their own, so long as the employer never reveals the name.

• Recording contact-tracing information calls for care. OSHA record-keeping standards including 
consideration of COVID-19 as an illness and should be reported on the OSHA 300 log. However, 
employees have the right to opt out of their name being listed on the log. Most companies are keeping 
some form of record so they can establish that they, in fact, made the [worksite contact-tracing] effort, 
but they have to keep it confidential and separate. Standardize your templates to queue appropriate 
documentation. 
• Complete guidance (updated as of May 19, 2020): https://www.osha.gov/memos/2020-05-19/revised-enforcement-guidance-

recording-cases-coronavirus-disease-2019-covid-19 
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Risk Management

• Work with state and local health departments. They are the big guns of contact tracing and have
greater legal authority to find people, especially beyond the workplace. Challenging to figure out where
an individual got their COVID case from. For example, the risk can be high in a grocery store as the
workplace, public health contact tracers can follow those lines of transmissions.

• Sometimes, an employer might first hear about a worker's case from a public health official, and in that
case, the organization can cooperate by providing schedules, contact information and even a walk-
through of the facility.

– If the employer learns about an employee's illness first, it should contact the local or state health
department and begin a collaborative effort. Health departments may also be able to assist
employers in conducting worksite tracing,

Risk Management – Buyer Beware

• Apps or and e-Contact Tracing electronic aids

• Hundreds of apps have been developed to assist in contact-tracing efforts and are being marketed
to public health agencies and employers. Buyer beware – many are not secure, and have been
adapted from other uses (e.g., a software vendor adapted an app previously used to count bison).

• Typically, a worker downloads the app to a cellphone, and Bluetooth technology records when
another employee comes closer than six feet. Wearable proximity devices are also being marketed
that would serve the same purpose. When an employee reports a COVID-19 case, the technology
should be able to quickly provide a list of contacts during a defined period, however, the privacy
concerns must be considered.

• Background-screening companies and other vendors have begun offering turnkey COVID-19
testing and administration services and are leveraging relationships with nationwide laboratories, along
with established technology platforms and compliance expertise, to help organizations test employees
who are returning to the workplace. Be sure you have the complete picture including knowledge of the
laboratory services vendor and a complete picture of information security systems and administrative
oversight when considering these vendors – vendor due diligence is mandatory, not cursory or
optional!!!!

Questions & Concluding 
Remarks
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Appendix 
Additional Resources

Other Laws to Understand – The Public Health Service Act

• The PHS Act forms the foundation of HHS’ legal authority for responding to public health 
emergencies. 

• Authorizes the HHS Secretary to lead all Federal public health and medical response to public health 
emergencies and incidents covered by the National Response Framework; to direct the U.S. PHS and 
other components of the Department to respond to a public health emergency; to declare a public 
health emergency (PHE) and take such actions as may be appropriate to respond to the PHE 
consistent with existing authorities; to assist states in meeting health emergencies; to control 
communicable diseases; to maintain the Strategic National Stockpile; to provide for the operation of the 
National Disaster Medical System; to establish and maintain a Medical Reserve Corps; and to 
potentially provide targeted immunity for covered countermeasures to manufacturers, distributors, 
certain classes of people involved in the administration of a program to deliver covered treatments to 
patients, and their employees. 

• The PHS Act was amended by the Pandemic and All-Hazards Preparedness Act of 2006 (PAHPA) by 
the Pandemic and All-Hazards Preparedness Reauthorization Act (PAHPRA) of 2013, by the 21st 
Century Cures Act of 2016, and most recently by the Pandemic and All Hazards Preparedness and 
Advancing Innovation Act of 2019 (PAHPAIA), which have broad implications for the Department’s 
preparedness and response activities.

Social Security and Food, Drug and Cosmetic Act 

• The Social Security Act  
• In public emergencies authorizes Medicare, 

Medicaid, the Children’s Health 
Insurance Program (CHIP), and social services 
programs of the Department. 

• It authorizes the Secretary, among other things, 
to temporarily modify or waive certain Medicare, 
Medicaid, CHIP, and HIPAA requirements when 
the Secretary has declared a public health 
emergency and the President has declared an 
emergency or a major disaster under the 
Stafford Act or a national emergency under the 
National Emergencies Act. 

• Food, Drug and Cosmetic Act
• Foundation for FDA’s authority and responsibility to 

protect and promote the public health by, among other 
things, ensuring the safety and effectiveness of 
human and veterinary drugs, biological products, and 
medical devices; and ensuring the safety and security 
of our nation’s food supply. 

• When certain conditions have occurred, it authorizes 
the Secretary to declare an emergency justifying 
emergency use authorization (EUA) of unapproved 
drugs, devices, or biological products, or emergency 
use authorization of approved drugs, devices, or 
biological products for an unapproved use. 

• For more information about EUA, please see Food 
and Drug Administration, Emergency Use 
Authorization.
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Federal Laws and COVID-19

HIPAA
• HIPAA defines “Covered Entities” to generally include health 

care providers, health plans, and health care clearinghouses.

• Covered Entities may not disclose protected health 
information (“PHI”) unless permitted by HIPAA. An individual’s 
health status related to testing positive for COVID-19 is 
considered PHI.

• However, one permitted disclosure under HIPAA is that 
Covered Entities may disclose PHI to public health authorities 
to the extent relevant to the authority and purview of public 
health authorities. This includes disclosing positive test results 
for COVID-19 to state and local health departments, HHS, or 
the CDC as appropriate.

• Unless an employer is otherwise a Covered Entity as 
described above, it is not subject to HIPAA’s restrictions on 
disclosures of PHI.

• ADA
• The ADA requires employers that obtain medical information 

through inquiry or examination to maintain it in a confidential 
medical file and keep it separate from the employee’s 
personnel file.

• Employers have been encouraged by the CDC and EEOC to 
question their employees regarding travel, exposure, or 
symptoms related to COVID-19. Any medical information 
disclosed as part of this dialogue should be treated as 
confidential.

• If a positive case is identified in the workplace, the employer 
is encouraged to investigate the exposure of others in the 
workplace without disclosing the name of the individual or any 
personally identifiable information about the person.

• The confidentiality requirements under the ADA do not prohibit 
disclosure to state, local, or federal health departments.

Privacy Laws and Regulations

• Employer Self-Insured Health Plans

• A self-insured employee health plan maintained by 
an employer is a covered entity under HIPAA (i.e. 
the plan itself is the CE, not the employer). As a 
result:

• If the employer obtained the information 
through its status as a plan (i.e., as the payer 
for the employee’s health care services), then 
such information is PHI and subject to HIPAA. 

– If the employer receives the information in the 
ordinary course of business (e.g. voluntary 
disclosure by the affected employee), then the 
information is not considered PHI. However, while 
not strictly PHI under these circumstances, the 
ADA prohibits the disclosure of the name of the 
employee that tested positive, but the employer 
can provide co-workers and vendors with 
information that would help them evaluate the risk 
of infection.

• OSHA (guidance updated 5.19.2020)

• OSHA CPL 02-00-135, Recordkeeping Policies and 
Procedures Manual (Dec. 30, 2004),and CPL 02-00-
163, Field Operations Manual (Sept. 13, 2019), 
Chapters 3 and 6, as applicable. 

• Under OSHA's recordkeeping requirements, COVID-
19 is a recordable illness, and thus employers are 
responsible for recording cases of COVID-19, if:
1. The case is a confirmed case of COVID-19, as defined by the 

Centers for Disease Control and Prevention (CDC);

2. The case is work-related as defined by 29 CFR § 1904.5; and

3. The case involves one or more of the general recording criteria set 
forth in 29 CFR § 1904.7.

• The following additional specific enforcement 
guidance is provided for CSHOs:

• COVID-19 is a respiratory illness and should be coded as such 
on the OSHA Form 300. Because this is an illness, if an 
employee voluntarily requests that his or her name not be 
entered on the log, the employer must comply as specified 
under 29 CFR § 1904.29(b)(7)(vi).

Other State and Federal 
Legal Authorities and Laws, 
Regulations for Federal and 
State Governments to take 
Certain Actions During a 
Pandemic and Public Health 
Emergency
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Other Resources

• Privacy and Security Laws and Employee Privacy for Contact Tracing

• https://www.laboremploymentlawblog.com/2020/06/articles/coro

navirus/contact-tracing-apps-employee-privacy/

• CDC guidance for Digital Contact Tracing

• https://www.cdc.gov/coronavirus/2019-ncov/downloads/digital-

contact-tracing.pdf
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