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THE COVID-19 PANDEMIC of 
2020 might ultimately prove, 
in hindsight, to have been the 

start of a trend toward companies’ 
increasing reliance on technology to 
manage (and survive) the new reality 
of a mostly remote workforce. With 
the broad shift to working from home 
come added risks of doing business in 
a virtual world: navigating the minefield 
of cyberthreats and minimizing potential 
liability exposure. 

The spread of the novel coronavirus 
led rapidly to lockdowns around the 
world this past spring, and most 
companies were unprepared for the 
swift transition to a work-from-home 
environment. Many employees were 
forced to make the best of their new 
remote offices, using their personal 
computers and potentially personal 
email accounts, which lack security 
tools that can filter spam and phishing 
messages (a soc ia l  eng ineer ing 
attack often used to steal user data, 
including login credentials and credit 
card numbers), detect malware and 
prevent delivery to a user’s mailbox, and 
establish secure internet connections 
to prevent digital eavesdropping. 

Furthermore, a remote setup fails 
to comport with security policies that 
companies’ chief information-security 
officers (CISOs) have established 
to protect users, their computers, 

and corporate IT resources. These 
technology and security deficits, 
coupled with the stress of multiple 
family members working and e-learning 
under one roof, have given rise to 
greater cyber-risks. 

Our c l ient s have exper ienced 
an unprecedented increase in the 
number of spam campaigns, phishing 
emails, and fraudulent wire transfers 
they encounter. Hackers are gaining 
access to employee email accounts, 
particularly when people are using 
personal addresses that aren’t properly 
protected. In the office, cloud-based 
spam and malware f ilters protect 
corporate accounts. Operating without 
those safeguards may enable hackers to 
access sensitive information stored in 
employee accounts, potentially leading 
to a large data breach. As workers let 
their guard down while coping with 
the simultaneous stresses of work 
and family life, meanwhile, they’re 
increasingly prone to responding to 
spoofed emails from cybercriminals that 
appear to have been sent by legitimate 
customers or vendors. 

Bus inesses out sourc ing the i r 
accounts-payable functions during 
this time are at an even higher risk 
for wire fraud. The usual in-office 
protocols, institutional knowledge, and 
checks and balances for confirming 
and authorizing all payments often 
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fall by the wayside. Now more than 
ever, it’s critical for organizations to 
enforce strict employee protocols. 

Any email communication containing 
confidential or sensitive information 
must be encrypted, and companies 
should train their employees to be 
able to avoid common phishing scams. 

Cybercriminals are also launching 
increasingly sophisticated ransomware 
attacks in which the company is often 
at the mercy of the criminal to restore 
its systems and resume business 
operations, which could consume 
days or weeks. The staggering growth 
of remote work this year has only 
increased the risk of such an attack, 
due largely to the fact that personal 
email accounts lacking str ingent 
protections can be used to introduce 
ransomware to a user ’s computer 
by way of malicious at tachments 
that can spread to other computers 
on the same network. Furthermore, 
many employees aren’t connecting 
to available corporate resources with 
commercial-grade cybersecurity tools. 
Virtual Private Networks (VPNs), for 
instance, protect end users as well as 
corporate servers. VPN use can limit 

outsider access to corporate IT systems, 
including terminal servers, file servers, 
application servers, and databases from 

being openly accessible to the internet. 
A company can therefore reduce what 
might be called its threat surface area 
and better monitor a lower number of 
entry points for improved detection of 
potential threats. 

Most companies cannot af ford 
the reputational harm and business-
interruption risk associated with a 
cyberattack, particularly during a global 
pandemic. To appropriately address all 
aspects of cyberthreats, companies 
should provide employees with secure 
technology to work remotely, train 
them about how to avoid common 
traps, enforce corporate policies 
and procedures regarding payment 
authorization, update and upgrade 
security tools as needed to protect 
the company’s computer systems, 
provide adequate IT support to remote 
workers, and implement other basic 
cyber-hygiene requirements. 

Most importantly, organizations must 
adopt an enterprise-wide approach to 
cybersecurity, developing a program 
that responds to the organization’s 

specific risks. This might include a data 
audit, data classification standards, a 
BYOD (bring your own device) policy 
governing how employees access 
corporate emails and documents, a 
written information-security policy, or 
similar corporate governance policies. 

In the absence of proper safeguards, 
corporate directors and officers could 
be exposed to claims for breach of 
fiduciary duty to shareholders and 
investors for lack of oversight and 
inadequate corporate governance 
that fails to address or mitigate the 
increased risk of cyberthreats and/
or class action lawsuits for violations 
of state or federal securities laws for 
failure to disclose the organization’s 
material r isk of cyber threats. In 
addition to cyber-related claims, the 
pandemic also brings the heightened 
threat of fiduciary claims in general. 
While not exhaustive, these risks 
may include: securities class actions, 
shareholder derivative claims, investor 
claims, cybersecur it y exposures , 
regulatory actions, insolvency claims, 
breach of contract or third-par ty 
claims, and employment-related, 
health, and safety claims. 

The unprecedented nature of 
t he  p an demic  has  fo rce d  r i s k 
managers to review and revise their 
business-continuity planning with 
alacrity. Accurately disclosing the 
impact of COVID-19 on business 

“Organizations must adopt an enterprise-wide 
approach to cybersecurity.”
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operat ions i s  one of  the mos t 
s ign i f ic ant  under t ak ings in  the 
current environment, one likely to 
be second-guessed by shareholders, 
plaintiffs’ attorneys, and the public 
at large. For example, the Securities 
and E xchange Commiss ion has 
taken measures to extend cer tain 
reporting and disclosure requirements 
related specifically to the pandemic. 
Companies must now consider its 
impact on financial conditions and 
operations; its impact on capital and 
f inancial resources; it s ef fect on 
assets on the balance sheet; material 
changes in account ing judgment 
regarding cer tain assets; and the 
impact on demand for the company’s 
product or services. While these rules 
are directed at public companies, all 
businesses should be equally diligent 
in analyzing these concerns. 

Moreover, the pandemic affects 
virtually every layer of a business—
from supply-chain and distribution 
disruptions to employment-related 
c l a ims  an d  c y b e r- e x p osu re .  A 
company’s capacity to limit liability will 
depend on whether it makes accurate 
disc losures ,  fo l lows government 
re co m m e n da t i o n s ,  im p l e m e nt s 
appropriate emergency plans, applies 
appropr ia te  c yber secur i t y,  and 
develops supply-chain alternatives. 

The claims environment for directors 
and of f icers wi l l  evolve and be 
uncertain throughout the pandemic.

These executives should therefore 
consider taking at least the following 
steps related to the impact of COVID-19: 

1. Analyze cybersecurity as it 
relates to remote-work activity. 

2. Enforce cybersecurity protocols. 

3. Stay apprised of all laws and 
regulations that arise from the 
pandemic. 

4. Educate management on new 
risks and areas of potential 
exposure. 

5. Review all relevant contracts and 
seek legal advice as to terms and 
course of action. 

6. Modernize contingency and 
operational resilience plans. 

7. Update workplace and 
employment-related policies. 

8. Keep detailed records (and 
minutes) of meetings, decisions, 
and action plans. 

9. Communicate clearly with your 
lenders, customers, and suppliers. 

10. Secure appropriate insurance 
coverage for exposures. 

Ultimately, companies must be 
vigilant about recognizing the new 
risks the pandemic has ushered forth, 
identifying the potential impact on 
daily business, and implementing all 
necessary safeguards to ensure that 
the business is adequately protected. ●
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