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• Business Email Compromise

• Ransomware
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Two Types of Cybersecurity Incidents

Business Email Compromise

• Business email compromise is a type of email 
cybercrime in which an attacker targets businesses 
to defraud the company.

https://www.proofpoint.com/us/threat-reference/business-email-
compromise
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Two Types of Cybersecurity Incidents (cont)
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Two Types of Cybersecurity Incidents (cont)

Ransomware

• Ransomware is a type of malicious software, or 
malware, designed to deny access to a computer 
system or data until a ransom is paid.

https://www.cisa.gov/ransomware

1. Under the HIPAA Privacy Rule, a “breach” is generally 
defined as an impermissible use or disclosure of PHI 
that compromises the security or privacy of the 
protected health information. 
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HIPAA

The U.S. Department of Health and Human Services

(“HHS”), Office of Civil Rights (“OCR”) has identified

four factors:
– the nature and extent of the protected health information 

involved, including the types of identifiers and the 
likelihood of re-identification;

– the unauthorized person who used the protected health 
information or to whom the disclosure was made;

– whether the protected health information was actually 
acquired or viewed; and

– the extent to which the risk to the protected health 
information has been mitigated
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HIPAA (cont)
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Exclusion
– The Privacy Rule does not protect your employment 

records, even if the information in those records is 
health-related. In most cases, the Privacy Rule does 
not apply to the actions of an employer.
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HIPAA (cont)
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State Data Privacy Law 

• Dependent on Individuals’ state of residence.

• Definition of Personal Information typically includes 
first initial or first name and last name in combination 

Questions?
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Crisis Management

Cybersecurity & Data Privacy

Bars
Illinois

Chicago Bar Association 
Illinois State Bar Association 
International Association of Privacy
Professionals

Chicago-Kent College of Law, J.D., 2019

Broward College, B.A.S. Information
Technology, 2015, cum laude

J.D. Certi�cate in Legal Innovation +
Technology 

Leighton Allen handles breach response and other sensitive situations arising from the
misuse of computers and related technology. He follows a process designed to immediately
contain exposure, including conducting forensic analysis, deploying experts specially chosen
to enhance protection of privileged and con�dential communications. Results guide the
implementation of measures designed to comply with legal obligations and prevent
additional data intrusion. 

Leighton takes proactive steps designed to prevent or forestall cyber-events, taking into
account all manner of actors, including nation-states, criminal entities, terrorists, “hacktivists”
and well-meaning employees. He carefully monitors trends and changes to cyber “attack
vectors,” including social engineering, helping to ensure clients’ risk management guidelines
are up to date, practical and e�ective.
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Medical Malpractice & Health
Care

National Trial Team

Long-Term Care

Bars
Texas, Colorado, New Mexico, South
Carolina

Courts
U.S. Court of Appeals, Fifth Circuit

U.S. Court of Appeals, Tenth Circuit

U.S. District Court, Northern District of
Texas

U.S. District Court, Eastern District of
Texas

U.S. District Court, Western District of
Texas

U.S. District Court, Southern District of
Texas

Long-Term Care Risk Legal Forum 
Association of Insurance Counsel 
American Bar Association 
Phi Delta Phi legal fraternity 
Houston Bar Association 
DRI: The Voice of the Defense Bar; Medical
Liability and Health Care Law Committee

Baylor University School of Law, J.D.,
1988

Baylor University, B.B.A., 1985

Since the start of her legal career in 1988, Lori Proctor has focused her practice on defending
health care providers. Licensed in four states, she has tried more than 100 cases throughout
the country, most of which have involved defending long-term care facilities and hospitals. By
virtue of her extensive litigation and trial experience, Lori is often retained to “parachute in”
on cases at the trial stage and serves on  national trial counsel panels for health care
companies and insurance providers.

Lori and her team defend a broad range of health care organizations and medical
professionals including long-term care companies, hospitals, physicians, nursing homes,
assisted living facilities, dentists, home health agencies, pharmacies, pharmacists, medical
product manufacturers and drug manufacturers.

Lori has extensive trial experience in Texas, Arkansas, New Mexico, Tennessee, North
Carolina, South Carolina, Colorado, Illinois and California and has successfully represented
clients in appellate courts across Texas—including the Texas Supreme Court— and New
Mexico. She also represents clients before professional boards, including the Texas State
Board of Medical Examiners, the Texas Board of Nurse Examiners, and the Texas State Board
of Vocational Nurse Examiners, among others.

Lori leads a team of experienced medical and long-term care malpractice professionals
including attorneys, nurse paralegals and paralegals. With their combined intellectual capital,
the team is able to develop successful medical- and nursing-related defense strategies, locate
and prepare e�ective witnesses, uncover hard-to-�nd documents for discovery, leverage their
regulatory knowledge to defend against document-weak cases, and aggressively investigate
allegations. Drawing on her degree in accounting, Lori is familiar with corporate structures
and �nancial documents and is able to e�ectively cross-examine �nancial experts and to
present accurate depictions of her clients’ companies to juries and others.

Lori speaks and writes for the State Bar of Texas’s, Advanced Personal Injury Trial and
Nursing Home Litigation courses and is a featured author/speaker for the Southwest Texas
State University Assisted Living Management Certi�cate Program. She also speaks to health
care providers, nursing homes and medical clinics on topics related to avoiding litigation.

For nearly 20 years, Lori ran a civil litigation defense �rm, Proctor and Associates, PC.
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Life, Health, Disability & ERISA

Medical Malpractice & Health
Care

Employee Bene�ts

Bars
Texas

University of Houston, J.D., 2002,
magna cum laude, Order of the Coif

University of Dallas, M.B.A., 1981

Texas Tech University, B.S., 1974

Mary Jean Geroulo has worked in health care her entire career and appreciates the regulatory
and operational challenges faced by providers in this dynamic �eld.  
 
In her legal practice, Mary Jean focuses on health care reimbursement, regulatory compliance
and transactional issues. Her clients include individual hospitals and multi-hospital
corporations, physician groups and solo practitioners, home health agencies, nursing homes,
and a variety of other health care providers. Mary Jean is accessible to her clients at all times,
providing immediate responses to their questions regarding the legal and regulatory
implications of various situations that arise. Clients rely on Mary Jean to provide them with
clear, concise answers that o�er the necessary legal support while being comprehensible to
their business personnel.  
 
As a former hospital CEO, Mary Jean has �rst-hand knowledge of the impact the law has on
the operation of a health care business and understands the nuanced relationships that exist
between participants throughout the health care system. Her passion for the science of
health care led Mary Jean to her �rst job as a research assistant and continues to inspire her
practice of health care law.

Areas of Focus
Health Care  
Mary Jean represents a variety of health care providers in regulatory, operational and
transactional matters. She has particular experience with reimbursement issues, including
advising on Medicare/Medicaid repayment matters that arise in connection with routine
audits, fraud and abuse investigations and whistleblower lawsuits. She guides clients through
every step of the reimbursement process and counsels on payment processes and
procedures to help avoid regulatory issues.  
 
From a transactional standpoint, Mary Jean assists health care providers with the
development and review of their contracts with vendors, employees and other providers; the
formation of joint ventures and other business relationships; the execution of mergers and
acquisitions; the drafting of o�ering memoranda and related documents; and the drafting of
medical, facility and group governing board documents and bylaws.  
 
Mary Jean also advises health care providers on a wide variety of regulatory and operational
matters, including HIPAA, EMTALA, Stark, anti-kickback, Medicare conditions of participation,
state licensing board matters, and other federal and state law rules and regulations.
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